








<RouteEntry>edgel.fms.com:*;192.168.110.150:1935</RouteEntry>
</RouteTable>
</Proxy>
The connection string would look like:
rtmp://edgel.fms.com/ondemand/

The Flash Player connects to the Edge server and does not expose the Origin server at
192.168.110.50, as shown in the following figure.

Edge server using a single Origin server

FMS Origin

A
Ixmoz>r>uo>or‘|

You can configure Edge servers to create proxy clusters. In the following figure, notice how an
Edge server (el) can proxy the Edge server (e0) in its routeEntry tag. The e0 Edge server
proxies the Flash Media Server Origin. This type of configuration allows you to build Flash
Media Server Edge clusters that are geographically balanced.

RouteEntry for the cluster members points to a main Edge server.
<RouteTable protocol="">

<RouteEntry>edgel.fms.com:*;edge0.fms.com: *;</RouteEntry>

</RouteTable>

RouteEntry for the main proxy (Edge server) in the cluster points back to the Origin server.

<RouteTable protocol="">

<RouteEntry>edge0.fms.com:*;origin.fms.com: *;</RouteEntry>

</RouteTable>
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Edge server cluster using a master Edge and a single Origin
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Using live video
Flash Media Server allows you to broadcast live streams with a wealth of interactive features.
Connected clients only need Flash Player or an Adobe AIR application to view the live broadcast.

A new feature of Flash Media Server 3.5, you can now record H.264 server-side streams, allowing
you to create interactive HD media applications leveraging DVR functionality. You can easily
create your own custom live video broadcast application using the Flash integrated
development environment (IDE) or Flex Builder. It’s important to note that video captured
and broadcast through a Flash Player interface is encoded using the Sorenson Spark video codec
and the Nellymoser audio codec. These formats are generally acceptable and quite efficient for
real-time conferencing. However, if you require VP6, H.264, AAC, or MP3 encoding, or you
don’t need the flexibility of a completely customized encoding interface, you may want to
consider using the standalone Adobe Flash Media Live Encoder.

Flash Media Live Encoder 3

Adobe Flash Media Live Encoder 3 is a Windows Server, Windows XP, or Windows Vista® based
live encoding application, designed to enable event producers to capture live audio and video
while streaming it in real time to Flash Media Server or FVSS. Featuring simple out-of-the-box
setup and operation, Flash Media Live Encoder requires no scripting knowledge to begin
broadcasting high-quality streams 24 hours a day, 7 days a week for events such as sports,
concerts, webcasts, and seminars.

With an intuitive user interface (shown in the following figures) that works with a wide array of
plug-and-play cameras, microphones, and compatible analog-to-digital converters, Flash Media
Live Encoder 3 also provides size and bit-rate flexibility. Flash Media Live Encoder 3 streams are
compatible with Flash Player 8 or later.

Some powerful new features include:
o Multi-bit-rate encoding—Encode up to three streams at different bit rates, simultaneously.

o Auto adjust—Automatically adjust encoding quality by dropping frames or degrading quality if
network conditions degrade.

« Parameters in file and stream names—Include parameters such as bit rate and others to
generate meaningful stream names and filenames.

o Chunking of output files—Limit the size and duration of output files by encoding a single
stream in separate chunks.

 Updated user interface—Use the streamlined and more intuitive interface.
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Flash Media Live Encoder interface
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Flash Media Live Encoder 3 can also be tightly integrated into your current streaming workflow
with command-line control both locally and through a remote connection via Microsoft Remote
Desktop Connection or Virtual Networking Computing (VNC). Among other powerful features,
auto-restart after power failures or other system restarts also helps ensure that your live streams
are reliably available. When using a device that can generate timecodes, you can embed an
SMPTE timecode into the video stream. You can also embed system timecodes into the stream
if you prefer.
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A significant benefit over broadcasting direct from the Flash Player, Flash Media Live Encoder 3
allows you to broadcast video using either the VP6 or H.264 codec, and now supports
multi-bit-rate encoding (up to three simultaneous streams). You also have greater audio
control with bit-rate-efficient Nellymoser, MP3, or AAC encoding.

Flash Media Live Encoder is available as a free download from Adobe at:
www.adobe.com/go/fmle.

Data keyframes
Feature in Flash Media Streaming Server and Flash Media Interactive Server; requires Flash Player

6 or later.

With the data keyframe feature in Flash Media Server 3.5, metadata can be sent whenever a new
subscriber requests the stream. The metadata can also be updated at any time by dispatching a new
data keyframe via server-side or client-side ActionScript or via Flash Media Live Encoder. This
new metadata is then received by all connected clients through the onMetadata event handler.

A data keyframe is a special data message that can be set to a live stream and stored in the memory
of the server. Like the other data messages, a data keyframe contains a handler name and a list of
properties that store the data. There is no limit to the number of data keyframes that can be set. For
security reasons, only the publisher and the server are allowed to set and clear the data keyframes.

Data keyframes are sent from the client through Net Stream.send () or Stream.send() in
the server-side script. Two special methods, @setDataFrame and @clearDataFrame, are
defined to set and clear the data keyframe. To avoid collision with other client defined methods,
an @ sign is added to these methods.

Multipoint publish
Feature in Flash Media Streaming Server and Flash Media Interactive Server; requires Flash Player

6 or later.

Another challenge for live broadcasting is scalability. Due to the limitations of processor resources
or network bandwidth, one server can support only a fixed number of subscribers. To support more
simultaneous viewers, some of the traffic needs to be handled by other servers. Multipoint publish
allows the broadcaster to publish to multiple servers with only one client-to-server connection.

In the past, the API in the server-side script would only allow streaming from a remote server in
one direction through the use of server Stream and NetConnection objects. This made it
possible to play a stream from a remote server. However, there was no way to remotely publish
a stream to a remote server or to know which streams were attempting to be published to
another server, unless one-to-one connections were maintained between all servers. In addition,
because of restricted server-side script access on content delivery networks, stream republishing
was not possible.

With the APIs available in Flash Media Interactive Server 3.5, broadcasters can dynamically
redirect streaming data to another server when necessary, without maintaining a persistent
connection between servers and without custom server-side code. New server-side notification,
Publishand Unpublish events, is now available for those who require additional customization.

Multipoint publishing provides a much-needed degree of flexibility, customization, and
scalability to large-scale live video applications. For more details, consult the Flash Media
Server Developer Guide.

Securing content with Flash Media Server 3.5

Whenever content is distributed electronically, there is some risk of it being copied,
misappropriated, or redistributed. Flash Media Server offers several levels of security to protect
your content and server resources that are unobtrusive, intuitive, and convenient to consumers.

52



Content vulnerabilities
Online digital content can be compromised a number of ways:

« Raiding the browser cache—Though the filenames are not easily read, it is relatively simple to
retrieve video files from the browser cache. This vulnerability is only present with progressive
video delivery; streams are never cached.

Video URI access—Video URIs can be easily discovered using free “sniffer” utilities.

SWE file re-serving—Your SWF file can be copied and re-served from another domain. SWF
files can also be decompiled, often revealing your Flash Media Server address, application, and
stream names.

Replay technologies—Also referred to as “stream ripping,” this is the most insidious of security
issues because it is more difficult to prevent. Stream ripping utilities intercept the data stream and
record it to a file that can then be played.

Flash Media Server security architecture

Streaming has a higher level of security than progressive delivery, because media files are never
cached to disk. Flash Media Server further enhances protection against other risks with additional
security features:

o User authentication using server-side ActionScript

o Authorization adaptor

o Access adaptor

o SWFE file verification

» Domain access control

« Custom solutions offered by content delivery networks
« Stream encryption using RTMPE or RTMPS

First, we’ll look at the overall Flash Media Server security architecture as shown in the following
figure and then examine each of the protection measures in depth. Regardless of the sensitivity
or ownership of your content, you’ll want to implement some level of security when deploying to
the web. It’s best to begin by securing your server, and then securing your content.

Flash Media Server security architecture

Web server Database Authentication

Validated
SWF

Stream Encryption

Domain Restriction

SWF Hashing

User Authentication
Dynamic Access Control
Unique key/token handshake
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Restrict access from domains

By default, a client can connect to Flash Media Server from any domain or IP address, which can
be a security risk. You can create a whitelist of allowed domains (or a blacklist of banned
domains) to ensure that only authorized clients can connect to your applications or services.
You can add a comma-delimited list of domains and IP address blocks in the Adaptor.xml or
vHost.xml configuration files to add this level of security. This is usually the first step in locking
down your server. It prevents malicious or unauthorized domains from freely accessing your
applications and streams.

Server-side ActionScript

Flash Media Server 3.5 has several user authentication methods available. This section discusses
the server-side ActionScript method to implement a user authentication scheme to validate the
connecting client. For example, using variables passed in through the client NetConnection
method, you could implement a simple username and password, an encrypted token (MD5 Hash),
or a unique key.

o User credentials (login and password)

NetConnection.connect (“*rtmp...”, “username”, “password”);
« Encrypted token (MD5 Hash)

NetConnection.connect (“rtmp...”, 6aef79f07bc8f23c38e8979£3630£436);
« Unique key

NetConnection.connect (“rtmp...”, 3497h3k4324h9.234234098);

Then, on the server-side, Flash Media Server would be able to integrate with web services (SOAP),
Flash Remoting, XML, HTTP Post (loadVars), or simple file access to validate the client based
on the data sent. This authentication scheme could be as simple as checking login information
against a database or as complex as creating an SSL-based token system using ColdFusion.

Access adaptor plug-in
Improved feature in Flash Media Interactive Server; requires Flash Player 6 or later.

An access adaptor is a server plug-in written in C++ that intercepts connections to the server and
determines whether requests should be accepted, rejected, or redirected before the requests reach
the server’s script layer. You can create custom logic in the access adaptor to handle client
connection requests. For example, you could query your account database upon client login and
then update the database record after the client connection was accepted.

The access adaptor can be configured to accept or reject requests based on the number of clients
currently connected or the amount of bandwidth currently being consumed. You can also set
read and write access for files and folders on the server, set permissions to access audio and video
bitmap data, and inspect client properties through the access adaptor.

When you use the access adaptor, you are catching the connection before it is processed by
Flash Media Server. For this reason, you are limited to trapping only the connection events. If
you want to apply additional rules after the connection is established, you need to configure an
authorization adaptor.

Note: There can only be one Access plug-in per Flash Media Interactive Server installation.

Authorization adaptor plug-in

Feature in Flash Media Interactive Server; requires Flash Player 6 or later.

The next line of defense is the authorization adaptor. A server plug-in written in C++, the
authorization adaptor authorizes client access to server events. After the connection has been
established but before it is accepted, the authorization adaptor comes into play.
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Authorization adaptors can:

o Authorize connections to the server

o Authorize playing a stream or seeking in a stream
o Authorize publishing a stream

« Disconnect clients from the server

o Call a method in server-side ActionScript

o Deliver content to clients according to their geographic location, subscription level, and
stream Origin

o Limit time and duration of a user’s access to specific streams

» Map a logical stream path to a physical stream path. For example, a client requests the stream
foo.flv, but because the client is not a premium member of the service and should only receive
the low-quality version of that content, bar.flv is served instead.

Unlike the access adaptor, you can use multiple authorization adaptors to sequentially perform
actions on the incoming event. For example, authl1.d11 (or authl.so) could authorize the
client connection; auth2.d11 (or auth2.so) could then authorize that client to publish a
stream, and so on. The server applies the adaptors in alphabetical order.

As you can see, authorization adaptors can be very powerful for stream security and access
control at a granular level. They can be configured to implement custom functionality ranging
from rights management to logging.

Dynamic access control

When clients access the server, they have full access to all streams and shared objects by default.
Access control is possible, however, using server-side ActionScript. You can create a dynamic
access control list (ACL) that controls who has access to read, create, or update shared objects

or streams.

In server-side ActionScript, each client that connects is assigned to a Client object. Each Client
object has readAccess and writeAccess properties. These properties can accept multiple
comma-delimited values. By setting these values when you accept the client connection, you can
control which streams and shared objects any given client can access.

Stream encryption
Flash Media Server 3.5 offers two options for encrypting your streams: SSL and RTMPE.

SSL
Feature available in Flash Media Streaming Server and Flash Media Interactive Server; requires
Flash Player 8 or later.

In earlier versions of Flash Media Server, encrypted streaming was available using SSL delivery
through RTMPS. This form of encryption is still supported in Flash Media Server 3.5.
Implementation requires the use of a third-party certificate with some server-side configuration.
Flash Media Server 3.5 now offers an easier, optimized way to implement an encryption solution
using encrypted RTMP (RTMPE).

RTMPE
Feature in Flash Media Streaming Server and Flash Media Interactive Server; requires Flash Player
9,0,115,0 or later.

Encrypted RTMP (RTMPE) is enabled on Flash Media Server by default. It allows you to send
streams over an encrypted connection without requiring certificate management. Offering
secure 128-bit encryption, RTMPE is only supported in Flash Player 9 or later, with the updated
FLVPlayback component and NetConnection classes. Both SSL and RTMPE can also be

“tunneled” to ensure connectivity through network firewalls. RTMPE is the recommended form
of encryption, because it is easier to deploy and is much faster than SSL.
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Implementing stream encryption in your applications is easy. Simply specify the protocol when
you connect to your application.

o SSL

NetConnection.connect (“rtmps://yourFMSserver.com”);
 Tunneled SSL

NetConnection.connect (“rtmpts://yourFMSserver.com”);
o Enhanced RTMP

NetConnection.connect (“rtmpe://yourFMSserver.com”);
o Tunneled enhanced RTMP

NetConnection.connect (“rtmpte://yourFMSserver.com”) ;

To provide maximum content protection, it is recommended that RTMPE be used in conjunction
with SWEF verification, and that standard RTMP be disabled when utilizing RTMPE or RTMPTE.

Defend against replay technologies
Replay technologies or “stream ripping” has been a difficult security issue to solve because it
allows the viewer to directly access and record the data of a stream.

Stream encryption, used along with SWF verification, prevents stream ripping. In the past, SSL
was the only choice, and it was too slow for most applications. Flash Media Server 3.5 uses
RTMPE, which is much more efficient and easier to implement.

Another method of defense against stream ripping is to insert intelligence into your server-client
communications. By adding additional code to your video player, you could require your SWF
file to respond to a request from Flash Media Server to verify a unique string sent from the server,
for example. This interrupts the flow of data to the stream ripping software, because it cannot
respond with the correct data and will be denied access.

Digital Rights Management support
Enhancement in Flash Media Streaming Server and Flash Media Interactive Server; requires Flash
Player 6 or later. RTMPE/SWEF verification requires Flash Player 9,0,115,0 or later.

Digital Rights Management (DRM) has two key elements: encryption and access control. There
are two ways to deliver video to a consumer: streaming or downloading. When you stream video
from Flash Media Server, you immediately increase your protection.

Encryption with Flash Media Server is done in real time with RTMPS (SSL) or with RTMPE in
Flash Media Server 3.5. On-demand content can also be encrypted using Flash Media Rights
Management Server. Flash Media Server can stream this encrypted content to Adobe AIR
applications, including Adobe Media Player. It can stream encrypted FLV files and encrypted
F4V files, using either RTMP-based protocols, such as RTMPT or RTMPE, or HTTP. No
specific configuration is required to allow Flash Media Server to work with Flash Media Rights
Management Server.

Access control with Flash Media Server is done simply with SWF verification. Access control is
much more powerful with Flash Media Interactive Server because of its new plug-in architecture,
along with the server-side application layer. Using web services (SOAP), Flash Remoting, or XML,
you can create a system with secure tokens that provide access control over your content.

These are the basic principles of DRM for streaming. For the download use case, you integrate
with Flash Media Rights Management Server to deliver signed and encrypted media. For more
information about rights management and Flash Media Rights Management Server, see
www.adobe.com/go/fmrms.
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Content protection with CDNs
An easy way to add content protection to your streaming content is to use FVSS through Adobe’s
CDN partners. Many of Adobe’s FVSS partners offer plug-and-play restricted access and secure

video-streaming solutions.

To learn more about how a CDN can help protect your content, visit www.adobe.com/go/fvss.

Glossary
Adobe AIR: A cross-platform tool that enables developers to use their existing web development
skills in HTML, AJAX, Flash, and Flex to build and deploy rich Internet applications to the desktop.

Adobe Media Player: A desktop media player that brings the best of both the broadcast
television and web video worlds to your desktop—providing high-quality content both online
and offline, with a wide range of business model possibilities.

Bandwidth: The amount of throughput of a server or a client computer. Usually measured in
megabits per second (Mbps) or kilobits per second (Kbps). A typical wired Ethernet connection is
100Mbps, and WiFi is 54Mbps. Server and client bandwidth limits determine how much video can
be served or received.

Buffer: The amount of video stored in RAM on the client computer. The larger the buffer, the
smoother the video plays back. The buffer is never written to disk.

Content Delivery Network (CDN): A company that offers streaming services and bandwidth so
that customers do not need to set up and install servers of their own.

Client: The consumer connecting to Flash Media Server via Flash Player or Adobe AIR applications.

Codec: The format in which a video or audio file is encoded. Flash uses Sorenson Spark, On2
VP6-S, On2 VP6-E, and H.264 codecs for video; Nellymoser, MP3, and AAC for audio. Short for
“code/decode,” the decoding part of the codec must be present in the player to play back video
using a specific codec.

Connection: When a client is streaming video it consumes one connection. When multiple
clients are streaming at the same time, they are referred to as simultaneous connections.

Content: Video or audio data streamed from Flash Media Server.

Digital Rights Management (DRM): Video encoded with DRM can be sold and protected
against stealing and unauthorized sharing.

Encoder: Software that compresses or transcodes video from one format to another.

Enhanced RTMP: The next-generation Real Time Messaging Protocol (RTMP) that increases
security and performance.

Flash Lite 3: The next-generation mobile Flash player that supports the VP6 and Spark codecs
and allows for RTMP connections to Flash Media Server.

Flex: A cross-platform, open source framework for creating rich Internet applications that run
identically in all major browsers and operating systems.

Flash Media Live Encoder: A free Windows XP-based desktop application that connects to
Flash Media Server and allows you to stream live video and audio to Flash Player.

Flash Media Solution Provider program: A partner program that helps promote a strong
ecosystem around Flash Video and Flash Media Server.

Flash Video Streaming Service (FVSS): Adobe has partnered with leading CDN's to offer
hosted services for delivering on-demand video for Flash Player across high-performance,
reliable networks.
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Live: Live video streaming using Flash Media Live Encoder or Flash Player.

Publishing point: A directory on Flash Media Server where customers can place video and
audio content and publish live video.

On2 VP6: A video codec that offers high-quality, lightweight, full-screen playback (available since
Flash Player 8). VP6-S is a simplified version that is ideal for delivery of high-quality video to older
computers (available in Flash Player 9 or later). VP6-E, the original codec that shipped with Flash
Player 8, offers slightly higher quality and requires more processing power for playback.

Real Time Message Protocol (RTMP): Adobe’s proprietary method of communication between
Flash Player clients and Flash Media Server.

Quality of Service (QS): Refers to the quality of the consumer’s playback experience.

Solution provider: Consulting and enablement organizations that provide advanced knowledge of
Flash Media Server and video for Adobe Flash Player and their integration over multiple devices.

Sorenson Spark: Original video codec in Flash Player 6 and 7. An encoder for this codec is also
built into Flash Player, allowing for webcam broadcast and archiving when used with Flash
Media Server.

Transcoding: The conversion from one video format to another. Usually transcoding allows you
to change the codec. Each time a file is transcoded, quality is lost.

Video on demand (VOD): The delivery of prerecorded Flash video streaming.

Online resources
Flash On.™ (Adobe video showcase)
www.adobe.com/flashon

HD video with Adobe Flash
www.adobe.com/products/hdvideo

Adobe HD Gallery
www.adobe.com/products/hdvideo/hdgallery

Understanding the difference between progressive download and streaming video
www.adobe.com/devnet/flash/articles/flv_download.html
www.adobe.com/products/hdvideo/supported_technologies/streaming html

DRM and digital media protection with Flash Media Server
www.adobe.com/devnet/flashmediaserver/articles/digital_media_protection.html
www.adobe.com/products/hdvideo/supported_technologies/content_protection.html

Performance-tuning Flash Media Server 2 for live webcasts using Linux
www.adobe.com/devnet/flashmediaserver/articles/performance_tuning_webcasts.html

Exploring Flash Player support for high-definition H.264 video and AAC audio
www.adobe.com/devnet/flashplayer/articles/hd_video_flash_player.html

AAC-HE version 2 details
www.adobe.com/products/hdvideo/supported_technologies/heaacv2.html

H.264 details
www.adobe.com/products/hdvideo/supported_technologies/h264.html

Streaming through firewalls and proxies: from the client’s perspective
www.adobe.com/devnet/flashcom/articles/firewall_streaming. html

Flash Media Server 3.5
www.adobe.com/go/fms
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Flash Media Encoding Server
www.adobe.com/go/fmes

Flash Media Rights Management Server
www.adobe.com/go/fmrms

Flash Media Live Encoder
www.adobe.com/go/fmle

Adobe FVSS partners
www.adobe.com/go/fvss

Flash Media Solution Provider program
www.adobe.com/go/fmsp

Flash Player 9 update FAQ
http://labs.adobe.com/wiki/index.php/Flash_Player:9:Update:H.264

Flash Media Server community
FMSGuru.com
www.fmsguru.com

FlashComGuru
www.flashcomguru.com

FlashConnections
www.flashconnections.com

Flash video optimizations and tools
http://flashvideo.progettosinergia.com/
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