Sichere PDF-Dateien im Unternehmen:
Schiitzen, Verschliisseln und Schwarzen
mit Adobe Acrobat DC.

Ulrich Isermeyer | Sr. BDM Document Cloud

P webina

ﬂ/



Agenda

* PDF Dokumenten Sicherheit
» Schwarzen (Text, Grafik, Metadaten)
e Passwort
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PDF Dokumentensicherheit durch Schwarzen

. . -
Suchen nach: Start  Werkzeuge export_word.pdf redaction_employ... @ A a
Einzelnes Wort bzw. einzeiner Ausdruck e
] o1 .
: PAOBEQROO + 1 HBBDBE we-
Mehrere Wirter bzw. Ausdruck
° Muster I Schwarzen [-T‘} Zum Schwérzen markieren ™ % Anwenden A Eigenschaiten — ==**
The names and logo designs referred to in this sample artwork are fictional and not intended to refer to any actual organization, products or services. E\
¥ Muster auswahlen ! +]
Telefonnummerm o
m
Kreditkarten I n ] I ¥
Nationale Personenkennnummern HHH 'i NEW EMPLOYEE RECORD
) iviJu
E-Mail-Adressen
Datumsangaben MEMBER: Complete Sections A through D, attach copy of Social Security card and proof-of-age =]
document in Section E, and return form to your payroll/personnel representative. o=
PAYROLL/PERSONNEL: Complete Section F and return the completed 4-page form to Human Resources.
3 1 SECTION Ea’
Schwirzen [7'} Zum Schwiirzen markit
PERSONAL INFORMATION NAME Johnson David —
Ausgeblendete Informationen entfernen X FIRST MIDDLE H
(k] ADDRESS F_ain Straeq
ermer———r-

ST
- Jefferson City MO ESiO ! B

a STATE ZIP
Status: TELEPHONE I{555) 555—1113'

® B o
§
]
2

E-MAIL david.johnson@glcbalcorp.mer
SOCIAL SECURITY NUMBER f111-11-111 pATEOE BIRTHEpzil 1, loed
» _— | E——
En MM/DD/YY
GENDER: MALE® pEmaLeO MARITAL STATUS: SINGLEC) MaRRIED @ ]
=5 olo DO YOU HAVE ANY OF THE FOLLOWING PRIOR SERVICE CREDIT? PLEASE CHECK ALL THAT APPLY: =
rgebnisse:
Active Duty Military D Juvenile Court D Circuit Clerk D MoDOT/Patrol
(R N Arteipd- 10T gl [ psrs [ racers [ other public Employment B
> f Matadaten {1 Elamant)
3 o Vrborgener Taxt (45 Seder)
o et gelcscht ocer abgaschnitten (1 Exemont)
. . . H -
[ Blogbeitrag Bereinigen| Video Schwarzen

F\\ Adobe
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https://blog.adobe.com/en/publish/2016/05/26/hidden-gems-in-acrobat-dc-search-remove-sensitive-information.html#gs.doo0sv
https://www.youtube.com/watch?v=06rS1ujYisA

Sicherheitsmechanismen

‘ = PDF offen

, : = PDF Bearbeitung mit Passwort einschranken
Sicherheits
level » Keine Dokumentenverschlusselung - Passwort im PDF Code

» Fir Normal Anwender ein Schutz, jedoch nicht fir Hacker
- PDF Offnen mit Kennwort

= 128/256 Bit Dokumenten Verschlisselung (sicheres Kennwort) —
« PDF Offnen mit Passwort verschliisseln 1 Q
- PDF Offnen mit Zertifikat verschliisseln e [+ —
Pt

Sichtbar / Unsichtbar

»  Wurde das Dokument manipuliert ? -> Zertifikat gebrochen
= Dokumenten signieren und sperren
= Digital Rights Management - Hochste Sicherheit
Adobe AEM Doc Security

Microsoft Azure Information Protection

» Dokument mit 256 Bit verschlisselt
= Policy liegt beim Ersteller auf Server und kann nachtraglich geandert werden - Rechteentzug
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Passwort Schutz

Dokt i hafts

Beschreibung Schriften Ansicht beim Offnen iniert Erweitert

Dokumentsicherheit

Das Sicherheitssystem des Dokuments schriinkt die im Dokument zuldssigen Vorgénge ein. Zum
Entfernen der Sicherheitseil i ‘wihlen Sie fiir das Sich i JKeine Sicherheit"
aus.

| Keine Sicherheit E
ich i i ut;
Microsoft Azure Information Protection —
Zertifikatsicherheit pzeigen...
Adobe Experience Manager-Dokumentsicherheit

Bn andern...

Kann gedffnet werden durch:

Der gesamte Inhalt des Doku och auf die

Metadaten des Dokuments zugreifen.

= 19
Drucken: Zuldssig
Andern des Dokuments: Nicht zuldssig
Dokumentzusammenstellung:  Nicht zuldssig
Kopieren von Inhalt:  Zuldssig
Kopieren von Inhalt fiir Barrierefreiheit: Zuldssig
Seitenentnahme: Nicht zuldssig
Kommentieren: Nicht zuldssig
Formularfelder ausfiillen: Nicht zuldssig
Unterschreiben: Nicht zuldssig
Verlagenseiten erstellen: Nicht zuldssig
* Der Verfasser hat dieses Dokument zertifiziert, damit es nicht gedndert werden kann.

Hilfe Abbrechen

F\\ Adobe

Deikument &finen

" Kennwort zum Ottnan des Dokumants erfardariich

b, s st kool
Berachtigungen
a tiir Kenemart zum
Zullissiges Drucken: | Hoha Aullésung B
Zulissige Anderungen: | Micht zulissig B

| Kopieren von Text, Bildern und anderem Inhalt zulassen
{3 Textzugeift fir Bildschirmiesshilfen fir Sehbehinderte aktivieren

indern: [ ) O ot

Dpticnan
Kompatibilitit: _Acrobat X und neuere Versianen B verschiasselungsebene:  256-8t AES

Q) Gesamien Dokumentinhalt verschidsseln

t bewertat

[ordedich,
Gesamten Dokumentinhalt mit Ausnahme von Metadaten verschillsseln (kompatibel mit Adobe Acrobat & und héher) -
 Mur Dateianlagen verschilisseln (kompatibel mit Adobe Acrobat 7 und hSher)
! Der gesamie inhalt des i i und it kinnen nicht auf die Metadaten des Dokuments zugreifen. .
Hille. avsrechen | (ESEED
Optionen
Kampatibiitit: | Acrobat X und neuere Versionen | Verschiisselungsebene:  256-8% AES
D) Gesamten Dokumentinhalt verschiisseln
Gesamten miét Ausnahme Adabe dl hebiher)
Mur Dateianlagen verschilrssein {kompatibel mit Adobe Acrobat 7 und hiher)
| Derg i Gsseh, und inen kSnnen richt auf die Metadaten d zugreifen.
Hilte

sk | (D
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Zertifikat Schutz

Zertifiziert durch Ulrich Isermeyer <UISERMEY@ADOBE.COM>, Adobe Systems GmbH, Zertifikat ausgestellt von ( e Er e D OE T )
Ulrich Isermeyer. Fllen Sie bitte das folgende Formular aus.

Unterschriften »

[E=]~  Alle prifen

O W

NEW EMPLOYEE RECORD

v Q Zertifiziert von Ulrich Is

n
[ ] Sicherh verwalten
Schritte
c Aktualisieren | Einblenden Sie die Liste der h flir mit it Sis
> fiir einan i durch Auswahl des Empfingers und Klicken auf "Berechtigungen” festlegen.
Name ~ Beschreibung Datum der letzten Bearbeity Obarsicht 5
it d it Hame E-Mail Suchen...
Zﬂl.lllkdt Szchu: w ; u dlfﬁhlrl?ubeld. iu::lr Seitenentnahme 07.12.18, 14:51:22 Hans Meier esigncentral(2@gmail.com Durchsuchan...
Kopie von Zertifikat Schutz HM HM nicht viel erlaul s s asigncentraloaggmall.com
Zertifikat Schutz mit verschiedenan Levels Ul alles erlaubt . ausser Seitenentnahme LM Dr... 07.12.18, 14:42:57 Wirich Isen UISERMEY@ADOBE.COM Entfernen
Verschilisselung mit Zertifikat Diese Richtlinie erméglicht Ihnen, das Offren ei... 071218, 14:37:31 Aetally
Verschiiisselung mit Kennwort Diese Richtlini dglicht lhnen, ein D 071218, 14:38:05 -
Richtliniendetails
Sicherheitzsystem:
Mame: ngseinstellungen
Beschreibung: {8 orucken und iten des sowie seing Si
verschlisselte Komponenten: Berechtigungen
Typ: Dokument prisfen: Zuliissiges Drucken: |_Hohe Auflasung B
Anderungsdatum: Ablaufdatum des Dokuments: Zulassige A Alle aulier von Seiten B
Benutzerkennwort: Eigentimerkennwort: Kopigren von Text, Bildern und anderem Inhalt zulassen
Anderungen: Kopieran: fiie fr letivi
Drucken: Zugiinglich: Abbrechen
Hilfe Schliefen . o -
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Digital Rights Management in Adobe Acrobat / Reader

Document Cloud Content Protection Solution

Microsoft
Azure
Information
Protection

Adobe
AEM
Document

Security

Klassifizieren DRM

»Sch(jtzen —I— Signieren» Policy

Etikettieren Signer Compliance

Ecosystem

'\‘ Adobe ©2021 Adobe. All Rights Reserved. Adobe Confidential.


https://helpx.adobe.com/de/acrobat/kb/mip-plugin-download.html
https://experienceleague.adobe.com/docs/experience-manager-64/forms/administrator-help/work-with-document-security/document-security.html?lang=en
https://experienceleague.adobe.com/docs/experience-manager-64/forms/administrator-help/work-with-document-security/document-security.html?lang=en

‘& W Azure Information Protection fiir Adobe Acrobat/Reader

= PDF Dokumente 6ffnen und anschauen in Adobe Acrobat DC / Reader DC

= Plugin Download erforderlich
= Eigentliches Schitzen mit AIP/MIP aktuell nur mit Microsoft

a Azure RMS

Encrypted rights and
content key

Microsoft Rights Management

Microsoft Azure
rectory

QEC

Microsoft Azure

Content
key

User Document with
rights applied rights

N P
— pee . « ity
W o g
. - ts
- Sy
£ .
= certiriegaion 1Y OFfice  ere egovon
>

W . . : :
] Windows Server 8 Windows

Rights Management

| Decrypt
User's private

@ Righ nt
A

ser
Authentication

fg—

Protectad
Document
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https://azure.microsoft.com/de-de/services/information-protection/
https://helpx.adobe.com/de/acrobat/kb/mip-plugin-download.html

Conditional Access

& Named Location

& Multi Factor Authentication D D D
0 Custom Policies

0O VPN connectivity

0O What if Conditions

(L

IT Administrator creates a Information worker’s downloads Because the Information worker’s
company policy with Azure AD confidential documents from Android device is not managed by
SharePoint Online to view the company, hence the Information

0 Specific Group
@ IP Address Range

worker cannot view the document

Enterprise Administrator Information worker

'\‘ Adobe ©2021 Adobe. All Rights Reserved. Adobe Confidential.



Auto Classification

[@ Label ID: Confidential
[ Header: Confidential

[] Footer
[ WaterMark: Confidential
[ Protection B
Organization policy created in Information worker’s opens the Upon opening the Information
M365 Compliance center for document with the appropriate worker gets a recommendation of
Documents and email identity and conditions classification and the Information
worker is now able to change the
classification

Enterprise Administrator Information worker




M Emailing: Tailspin Contri > | = \r
¥ ¥t L e

“— (@) Ry & mail.google.com
. mmm Pt
= M Gmail Q.  labelcontoso X - R o ) r‘
c B O B o ®» 1071 =R ]
I— Compose
Emailing: Tailspin Contract for BrianJ Inboxx contoso x &5 2
[J Inbox 3,084
“  Starred Megan Bowen @ Aug28,2018,10:32 AM (13 daysago) Yy ¥ : 0
> Sent tome ~
B orafis B . . "
Your message is ready to be sent with the following file or link attachments:
@ Contoso +
Tailspin Contract for BrianJ
@ signed
~  More
Note: To protect against computer viruses, e-mail programs may prevent sending or receiving certain types of file attachments. Check your e-mail security settings to determine how attachments are handled.

&Brian +

A h ing — Thisr ge contains 1 encrypted attachment that can't be scanned for viruses. Download this file at your own risk.

YP'

{5 Tailspin Contract f... | 4

Received, thank you. Got it, thanks! Thank you!

No recent chats
Start a new one
4 Reply ®» Forward

Open folder View downloads X

Tailspin Contract for Brian).pdf finished downloading. Open

=2 9 4

H 0 Type here to search



Presenter
Presentation Notes
The file has finished downloading, and Brian wants to open it.

His default PDF file viewer is Adobe DC Reader. He will be able to use Reader to authenticate and view the file. He clicks Open to start the process.


- |
File Edit View Window Help

Home Tools

X
File Lists Welcome
Recel - 2 n.a
_ Looking for a quick intro to Acrobat Reader?
Sent Check out a few quick tips to help you get started.
Adobe Scan
Storage
My Computer Q =
Document Cloud a Microsoft Azure
Add Account Information Protection

Email Authentication

File access is restricted by Azure Information Protection.
Please enter your email address.

Your email ID

You will be prompted for Microsoft authentication in the next step.

Mext Cancel

Clear Recent Files

H O Type here to search



Presenter
Presentation Notes
Because the file is protected by MIP, Reader requires Brian to authenticate with the email address that Megan provided when setting up the security settings. He clicks into the email ID field and then types his email address.


- |
File Edit View Window Help

Home Tools

X
File Lists Welcome
Recel - 2 n.a
_ Looking for a quick intro to Acrobat Reader?
Sent Check out a few quick tips to help you get started.
Adobe Scan
Storage
My Computer Q =
Document Cloud a Microsoft Azure
Add Account Information Protection

Email Authentication

File access is restricted by Azure Information Protection.
Please enter your email address.

BlohnsonTailspinLLC@gmail.com

You will be prompted for Microsoft authentication in the next step.

Mext Cancel

Clear Recent Files

H O Type here to search



Presenter
Presentation Notes
Clicking Next continues the process.

NOTE: PowerPoint will simulate typing the email address.


< BJohnsonTailspinLLC@gmail.com

Enter password



Presenter
Presentation Notes
Brian previously set up a Microsoft account using his Gmail address, so he completes the authentication now. He first clicks into the Password field.



< BJohnsonTailspinLLC@gmail.com

Enter password



Presenter
Presentation Notes
After entering his password, Brian completes the authentication by clicking Sign in.

NOTE: PowerPoint will animate the password entry.


-}
File Edit View Window Help

Home Tools

File Lists
Sent

Adobe Scan

Storage
My Computer
Document Cloud

Add Account

Clear Recent Files

H O Type here to search

Get to know Acrobat Reader

Learn about the new interface

and PDF tools in this 3-minute video.

) Microsoft Azure
Information Protection

Do you want to stay signed in?

Select yes for faster access to protected files.

Yes No

NO Recent FIies



Presenter
Presentation Notes
For security purposes, he elects not to stay signed in to the document after closing it.


= Tailspin Contract for Brian),PDF (SECURED) - Adobe Acrobat Reader DC B X
File Edit View Window Help

Home Tools Tailspin Contract fo.. X @ Sign In
@ B8 HEQ @'+ MO O® - m BET O 2
[ Export POF A

Adobe Export PDF

Contoso Electronics ‘,‘ p Contoso ot onine.

<0

Select PDF File

SO Dp

Tailspin Cont...or Brian).PDEX

Convert to

Statement of Work for Agreement to Perform Consulting Services Microsoft Word (doc) v

Document Language:
English {(U.S.) Change

This Statement of Work (SOW) is issued pursuant to the Consultant Services Master Agreement between Tailspin
LLC and Contoso Electronics (“Contractor”), effective November 30, 2017 (the "Agreement”). This SOW is subject
to the terms and conditions contained in the Agreement between the parties and is made a part thereof. Any

term not otherwise defined herein shall have the meaning specified in the Agreement. In the event of any conflict B crossoor v

or inconsistency between the terms of this SOW and the terms of this Agreement, the terms of this SOW shall

govern and prevail. WHEREAS, the Contractor is in the business improving the sales performance of brands, e
products and services by way of its proprietary eCommerce platform; and WHEREAS, Contoso owns a 3D Printer S

line brand called X1050; and WHEREAS, Contoso desires to have the Contractor market and sell X1050 products; £ Combine Files ~
and WHEREAS, the Parties have come to an exclusive agreement for the Contractor to purchase, market and sell Organize Pages v
in the United States of America Contoso’s products for which Contoso will receive a royalty on all sales; NOW Redact
THEREFORE, in consideration of the foregoing and for other good and valuable consideration, the receipt of O rprotec

which are hereby acknowledged, the Parties hereby agree to the following. ﬂ)
] Optimize PDF

G@ﬂera| Prov[slons All of these tools and more

free for 7 days

Start Now



Presenter
Presentation Notes
Having authenticated successfully, Brian can now view the file.

He wants to review the security settings for the contract, so he clicks the lock icon at left.


= Tailspin Contract for Brian),PDF (SECURED) - Adobe Acrobat Reader DC
File Edit View Window Help

Home Tools Tailspin Contract fo.. X

® B8 HEQ @ |14

Security Settings X

This document is protected by Microsoft
Azure Information Protection.

Label applied: Confidential \ All
Employees

Permission Details

® SO Dp

’

Contoso Electronics ~ Contoso

Statement of Work for Agreement to Perform Consulting Services

This Statement of Work (SOW) is issued pursuant to the Consultant Services Master Agreement between Tailspin
LLC and Contoso Electronics (“Contractor”), effective November 30, 2017 (the "Agreement”). This SOW is subject
to the terms and conditions contained in the Agreement between the parties and is made a part thereof. Any
term not otherwise defined herein shall have the meaning specified in the Agreement. In the event of any conflict
or inconsistency between the terms of this SOW and the terms of this Agreement, the terms of this SOW shall
govern and prevail. WHEREAS, the Contractor is in the business improving the sales performance of brands,
products and services by way of its proprietary eCommerce platform; and WHEREAS, Contoso owns a 3D Printer
line brand called X1050; and WHEREAS, Contoso desires to have the Contractor market and sell X1050 products;
and WHEREAS, the Parties have come to an exclusive agreement for the Contractor to purchase, market and sell
in the United States of America Contoso’s products for which Contoso will receive a royalty on all sales; NOW
THEREFORE, in consideration of the foregoing and for other good and valuable consideration, the receipt of

which are hereby acknowledged, the Parties hereby agree to the following.

General Provisions

Contractor shall provide the Services and Deliverable(s) as follows: This is considered an arm’s length transaction.
The Parties are working as independent contractors. Each party will be responsible for its own costs that it may
incur in the normal course of business included but not limited to costs of employees, legal cost, general

operating costs, taxes and any other obligation that it may incur.

= X

@ Sign In

[ Export POF A

Adobe Export PDF

Convert PDF Files to Word
or Excel Online

Select PDF File

Tailspin Cont...or Brian),PDEX

Convert to

Do

Microsoft Word (*.docx) v

cument Language:

nglish {(U.S.) Change

Y Create PDF v
Edit PDF
Comment

?13 Combine Files
Organize Pages v
Redact

(0 Protect

ﬂ Optimize PDF

All of these tools and more
free for 7 days

Start Now



Presenter
Presentation Notes
Brian sees that the document is protected by MIP and clicks Permission Details to see the permissions.


-

File Edit View Window Help
Home Tools Tailspin Contract fo... % @ Sign In

& B8 E Q o) AR MO® - R BREAT O 2

Security Settings b4

=

[% ExportPDF A
This decument is protected by Microsoft
Azure Information Protection.
Document Properties x Adobe Export PDF
Label applied: Confidential % All
Emp\cjiis | Description Security Fonts Custom Advanced ntOSO Convert PDF Files to Word
or Excel Online

® SO p

Permission Details Document Security
The document's Security Method restricts what can be done to the document. Select PDF File
Security Method:  Microsoft Azure Information Protection Show Details... Tailspin Cont..ar Brian).PDR

] . 7.

Can be Opened by:  Acrobat 7.0 and later Convert to
All contents of the document are encrypted and search engines cannot access the document's i
metadata. Microsoft Word (*.docx)

ween Tailspin

Document Restrictions Summary Document Language:

| Printing:  Allowed W is Subje(f English (U.S.) Change
1 Document Assembly:  Not Allowed er-EOf- Any
1 Content Copying:  Allowed of any conflict
|| conmcomimatohcmiing. e Row sha
Page Extraction:  Not Allowed
4 ( g f brands, 4
Commenting:  Allowed . Create PDF v
| ) 5 a 3D Printer
Filling of form fields:  Allowed
g : Edit PDF
I Signing:  Allowed 250 products; '
i Creation of Template Pages:  Allowed 3rket and Se” Comment
i ales; NOW
i . Combine Files
eceipt of
\ Organize Pages v

_ Redact
General Provisions
Protect

Contractor shall provide the Services and Deliverable(s) as follows: This is considered an arm'’s length transaction.

: . . : . . : Optimize PDF
The Parties are working as independent contractors. Each party will be responsible for its own costs that it may [t v

incur in the normal course of business included but not limited to costs of employees, legal cost, general All of these tools and more
. . . . free for 7 days
operating costs, taxes and any other obligation that it may incur.

Start Now

H O Type here to search


Presenter
Presentation Notes
Here are the security and permissions settings. Brian clicks Show Details to see the security settings.


-

File Edit View Window Help

Home Tools Tailspin Contract fo... % @ Sign In
& B8 E Q @ 1| K MO = - m BAT © ¢

Security Settings b4
[% ExportPDF A
This decument is protected by Microsoft
Azure Information Protection.
PR AL Adobe Export PDF
abel applied: Confidential \, A
Employees { Description  Security Fonts  Custom  Advanced ntOSO Convert PDF Files to Word
or Excel Online

® SO p

Permission Details Document Security
The document's Security Method restricts what can be done to the document. Select PDF File
Security Method:  Microsoft Azure Information Protection Show Details... Tailspin Cont..ar Brian).PDR
! Can be Opened by:  Acrobat 7.0 and later

Convert to

All contents of the document are encrypted and search engines cannot access the document's i
metadata. Microsoft Word (*.docx)
——— iween Tailspin

Document Restrictions Sur | . . Document Language:

| - DW is Subje(f English (U.S.) Change
0 This document is protected by Microsoft Azure Information Protection.

ereof. Any

1 Documer
Label applied: Confidential \ Recipients Only .
{ Conts of any conflict

nvert
FUP—— SOW shal [ Comen
4 ( g - f brands, L

C . Create PDF v

| : 5 a 3D Printer
Filling of form fields:  Allowed
g : Edit PDF
I Signing:  Allowed D50 products; '
q Creation of Template Pages:  Allowed arket and Se” Comment
i ales; NOW
1 - 0 Combine Files v
receipt of =

\ Organize Pages v

oK Cancel Redact

O Protect

General Provisions

Contractor shall provide the Services and Deliverable(s) as follows: This is considered an arm'’s length transaction.

: . . : . . : Optimize PDF
The Parties are working as independent contractors. Each party will be responsible for its own costs that it may [t v

incur in the normal course of business included but not limited to costs of employees, legal cost, general All of these tools and more
. . . . free for 7 days
operating costs, taxes and any other obligation that it may incur.

Start Now

E 0 Type here to search


Presenter
Presentation Notes
Adobe Reader confirms the MIP label for the document (Confidential \ Recipients Only).

Now that Brian has access to the contract, he can do a thorough review and get back to Megan with any questions or concerns.

CLICK STEP(S)
Click anywhere to continue.


2. AEM Document Security Server - Sicherheit fiir PDF Dokumente ausserhalb der Firewall (auch offline)

Capture Combine Control Collaborate

Adobe Reader®

Adobe® Acrobat®

Specify security...

(H-E‘UDCEI“DH
Expiration
Auditing and

‘fﬁ"".':ltérlm% g(ing

Initiate Review

Rights

Access Enable..

¥ Comments

¥ Signature

Engineering Project Manager

Send POF with comments

Supply Chain
e _.-"'r . _./rl . _,.-'“" S —H‘"J

'\‘ Adobe 21 ©2021 Adobe. All Rights Reserved. Adobe Confidential.



Adobe Document Security Server - Architecture

1 Publish
AEM Assets Consume Custom App

I
| .
l

Storage/Indexer : —T— Ve PPL/SDK
| D ED ED ef) BB Ey
1

SharePoint

Storage/Indexe
c

HTTPS

SOAP (HTTPS) / EJB
(RMI/IIOP)

%a~ Authentication

...and Directory Provider

AEM Document Security
Running on Application Server . DB Native I

AuthN/AuthZ SPI

HTTPS t Private Network

Reverse Proxy

Forwards HTTPS to
Private Network

Keys
Audit Events
Policy Information

LDAP/SSL

O]
el

@

Public Network

HTTPS

Publish
g Consume Consume
Manage Manage
ER) ED ED e

'\‘ Adobe 22 ©2021 Adobe. All Rights Reserved. Adobe Confidential.



Presenter
Presentation Notes
A JPG version is available on this page: https://helpx.adobe.com/aem-forms/6-2/document-security-offerings.html



Author Experience

File View Window Help

Home Tools video-memo.pdf X

BEedEQ OO tn | kMO o

R E AP

SENSITIVE INFORMATION

TO: ALL
FROM: HQ

This document utilizes Document Security.

IS4

Capability

Detail for this document

Format

POF with embedded video

Atk T

ation req

N A
None/

Visible Watermark

Header

Server Audit Log

Enabled

Sensitive content would go here...

F\\ Adobe

L3

Y Create POF

52 kdit POF

[5 export POF
Comment

¥l organize Pages

Iuj Enhance Scans

O Protect

Prevent others from copying, printang B editing the

infarmation in

PDFs.

a Prepare Form
=k Send for Signature
=¥~ Send & Track

[ Compare Files

Store and share files in the
Document Cloud

Learn More

©2021 Adobe. All Rights Reserved. Adobe Confidential.



Author Experience

F\\ Adobe

File Edit View Window Help

Home Tools video-memo.pdf X @ Sonal «

B &8 B Q @O 1n | R MOE® wvx- R BAE P © 2~

Dﬂ Restrict Editing a Encrypt = [y More Options =

&, 1 Enaypt with Certificate..

% 2 Encrypt with Password...
SENSI®
E. Manage Security Polices...
TO: ALL e & Sax
FROM: HQ -

This document utilizes Document Security.

Capability Detail for this document
Format PDF with embedded video

A h ication q i ed {] J'“ y

F Restricted: Edit/Print/clipboard
Visible h Header

Server Audit Log Enabled

Sensitive content would go here...

©2021 Adobe. All Rights Reserved. Adobe Confidential.



Author Experience

05 ot e Rt o Tt e = 5

File Edit View Window Help

Home Tools video-memo.pdf % @ Sonal ~
8 X Q e e M O@ w - R T 9 &
ﬂ Protect~ I:&ﬂ Restrict Editing B Encrypt ~ E‘(‘] More Options b4

all

Ef cat || @ vete Show | Organizational Policies =

Name Description Last Edited o
Global Policy Set:Research Report Client <not available> 10/25/2016 1:31:04 PM =
& Global Policy Set:USG - View Only <not available> 10/25/2016 1:39:24 PM
L Global Policy Set:anon <not available> 10/12/2016 1:34:49 PM
& Global Policy Set:anonl28 <not available> 9/21/2016 2:49:33 PM - 3
< i 3
Policy Details

Security Method:  Adobe Experience Manager Document Security

Name:  Global Policy Set:Research Report Client

TO: Description:
FROM: Encrypted Components:  Unknown
» Type: Organizational

Modification Date:  10/25/2016 1:31:04 PM

Apply to Dacument | [ Close

Permissions
Visible Watermark Header
Server Audit Log Enabled

Sensitive content would go here...

'\‘ Adobe ©2021 Adobe. All Rights Reserved. Adobe Confidential.



DRM capabilities on smartphones and tablets

Adobe Reader for iOS and Android
contains support for accessing
protected documents

With documents encrypted at document
layer, “jailbreaking” a lost/stolen phone
does not expose any sensitive information

Documents can also be revoked, with no
further access to decryption key

Audit log of attempted access is also
useful
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Flexible recipient experience

Access to this document is restricted by this remote server:

ﬁ corundum.corp.adobe.com

You must sign in with your account information to be granted access
to this document. Your account information will be sent securely to
the remote server. To learn more about what this means for you,
please click on the 'Privacy and Security’ button,

Username I

Password I

Microsoft Smart Card Provider
Please enter your PIN.

Login

Access to this document is restricted by this
remote server:

kmatassa7.can.adobe.com
You must sign in with your account
information to be granted access to this.
document.

Your account information will be sent

securely to this remot server
verification:

kmatassa7.can.adobe.com

To learn more about what this means to you,
please dlick on the Privacy and Security
button.

Privacy and Security.

Allow collection of detailed usage data

emember me on this computer

Login

FinanceCorp ID:

Forgot your ID?

Security Reminder:

Finance Corporation has prepared a secure statement for your benefi. Please enter your Finance Corporation ID.

We never ask our customers to provide personal information such as a social
t

security number when they open a statemen

Always use anfivirus software and keep it up to date.

Have Questions? Contact an associate at 1-800-555-5555.

To ensure the privacy and security of your information, Finance Corporation moniors successful and unsuccessful log
in attempts. For more information, click Privacy and Securky.

PIN

[ensesd]

k here for more information
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PKI Authentication
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File Edit View Window Help

Home Tools

File Lists
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Storage
My Computer
Document Cloud

Add Account

Welcome

Looking for a quick intro to Acrobat Reader?
Check out a few quick tips to help you get started.

Learn More

Windows Security =
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B
Click here for more information F KB

jﬂ CapacityPlanningGuil

Cancel MB

= Certificate of Comple

- Form.pdi 264 KB
= BofA Research Report.pdf 69 KB
}ﬂ video-memo.pdf 57 KB
) 36543-ECardpd 41KB

Clear Recent Files

@ sonal -

Date Viewed
3:331PM o
3:24 PM
3:21PM
321 PM
3:21PM

5/27/2016 e

©2021 Adobe. All Rights Reserved. Adobe Confidential.



Security Settings and Dynamic Watermarks
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Window Help

Home Tools 1.pdf (SECURED)
B ® & Q
Security Settings X

This decument is secured using "Research
Repart Client”,

This document will expire on 11/11/2016
12:00:00 PM.

oG ®

This document can be opened offline for 30
more days,
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Create PDF

Edit PDF

Export PDF
Comment
Organize Pages
Enhance Scans
Protect

Fill & Sign
Prepare Form

Send for Signature

- Send & Track

Compare Files

Store and share files in the

Document Clowd

Learn More
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Applies to AEM Forms in PDF Format
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Supports Microsoft Word, Excel, and PowerPoint on Windows
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This document utilizes rights management.

[ capability

| Detail for this document

| Native Word - .DOCX
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Detailed usage analytics - users and content

« When and where are ._ Geo-Analysis
documents opened?

= Who is opening the most?

= What docs are the most
popular?

User Attributes & Activities

Top Level Metrics
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Examples of Custom Built Ul

Employees Exceeding Document Printing Thresholds

Employee Average Document Printouts Current Printout Levels Printout Alert Pct
: 1,192.2%
Marc Eaman X 208.4%
Charles Hanflik 115.5%
Barry Graham 15.2%
PEVVIRED) -17.4%
Eiichi Kitagawa -22.0%

Documents Document Views Printouts
Project 003 - (01/05/2008) - draft v3.pdf C t D r T ] t
Project 122 - (03/19/2010) - draft v2.pdf 14 < < U rre n O C U e n S
Project 125 - (03/21/2008) - draft v2.pdf
Project 192 - (07/12/2009) - draft v3.pdf
Project 201 - (04/11/2009) - draft v3.pdf
Project 512 - (02/24/2011) - final draft.pdf
Project 551 - (07/30/2008) - draft v2.pdf
Project 555 - (07/30/2008) - draft v2.pdf
Project 651 - (02/10/2010) - draft v1.pdf
Project 731 - (06/09/2010) - draft v3.pdf
Project 860 - (03/26/2011) - draft v2.pdf
Project 928 - (05/03/2009) - draft v4.pdf
Project 998 - (12/19/2010) - draft v2.pdf
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