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Agenda

• PDF Dokumenten Sicherheit 

• Schwärzen (Text, Grafik, Metadaten)

• Passwort

• Zertifikat/ Signatur

• Digital Rights Management für PDF

• Microsoft Azure Information Protection

• Adobe AEM Document Security 



©2021 Adobe. All Rights Reserved. Adobe Confidential.

PDF Dokumentensicherheit durch Schwärzen

Blogbeitrag Video SchwärzenBereinigen

https://blog.adobe.com/en/publish/2016/05/26/hidden-gems-in-acrobat-dc-search-remove-sensitive-information.html#gs.doo0sv
https://www.youtube.com/watch?v=06rS1ujYisA
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Sicherheitsmechanismen von Acrobat DC für PDF Dokumente

 PDF offen

 PDF Bearbeitung mit Passwort einschränken
 Keine Dokumentenverschlüsselung – Passwort im PDF Code 

 Für Normal Anwender ein Schutz, jedoch nicht für Hacker

 PDF Öffnen mit Kennwort
 128/256 Bit Dokumenten Verschlüsselung (sicheres Kennwort)

 PDF Öffnen mit  Passwort verschlüsseln

 PDF Öffnen mit Zertifikat verschlüsseln
 Sichtbar / Unsichtbar

 Wurde das Dokument manipuliert ? -> Zertifikat gebrochen

 Dokumenten signieren und sperren

 Digital Rights Management - Höchste Sicherheit
 Adobe AEM Doc Security

 Microsoft Azure Information Protection
 Dokument mit 256 Bit verschlüsselt

 Policy liegt beim Ersteller auf Server und kann nachträglich geändert werden - Rechteentzug

3

Sicherheits  
level
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Passwort Schutz
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Zertifikat Schutz
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Microsoft 
Azure 

Information 
Protection

Klassifizieren
Schützen
Etikettieren

Signieren
DRM
Policy
Signer Compliance

+

Digital Rights Management in Adobe Acrobat / Reader

PDF
Adobe 
Datei
Arten

Adobe 
AEM 

Document 
Security

Ecosystem

Document Cloud Content Protection Solution

+

1. 

2. 

https://helpx.adobe.com/de/acrobat/kb/mip-plugin-download.html
https://experienceleague.adobe.com/docs/experience-manager-64/forms/administrator-help/work-with-document-security/document-security.html?lang=en
https://experienceleague.adobe.com/docs/experience-manager-64/forms/administrator-help/work-with-document-security/document-security.html?lang=en
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Azure Information Protection für Adobe Acrobat/Reader

 PDF Dokumente öffnen und anschauen in Adobe Acrobat DC / Reader DC
 Plugin Download erforderlich

 Eigentliches Schützen mit AIP/MIP aktuell nur mit Microsoft  

https://azure.microsoft.com/de-de/services/information-protection/
https://helpx.adobe.com/de/acrobat/kb/mip-plugin-download.html
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Conditional Access

IT Administrator creates a  
company policy with Azure AD

Information worker’s downloads  
confidential documents from  

SharePoint Online to view

Because the Information worker’s  
Android device is not managed by  

the company, hence the Information  
worker cannot view the document

Enterprise Administrator Information worker

Named Location
Multi Factor Authentication  
Custom Policies
VPN connectivity  
What if Conditions  
Specific Group

IP Address Range



©2021 Adobe. All Rights Reserved. Adobe Confidential.

Auto Classification

© 2018 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

Organization policy created in  
M365 Compliance center for  

Documents and email

Information worker’s opens the  
document with the appropriate  

identity and conditions

Upon opening the Information  
worker gets a recommendation of  
classification and the Information  
worker is now able to change the  

classification

Label ID: Confidential  
Header: Confidential  
Footer
WaterMark: Confidential  
Protection

Enterprise Administrator Information worker
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Presenter
Presentation Notes
The file has finished downloading, and Brian wants to open it.

His default PDF file viewer is Adobe DC Reader. He will be able to use Reader to authenticate and view the file. He clicks Open to start the process.
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Presenter
Presentation Notes
Because the file is protected by MIP, Reader requires Brian to authenticate with the email address that Megan provided when setting up the security settings. He clicks into the email ID field and then types his email address.
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Presenter
Presentation Notes
Clicking Next continues the process.

NOTE: PowerPoint will simulate typing the email address.



©2021 Adobe. All Rights Reserved. Adobe Confidential.

BJohnsonTailspinLLC@gmail.com

Presenter
Presentation Notes
Brian previously set up a Microsoft account using his Gmail address, so he completes the authentication now. He first clicks into the Password field.
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BJohnsonTailspinLLC@gmail.com

Presenter
Presentation Notes
After entering his password, Brian completes the authentication by clicking Sign in.

NOTE: PowerPoint will animate the password entry.
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Presenter
Presentation Notes
For security purposes, he elects not to stay signed in to the document after closing it.
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Presenter
Presentation Notes
Having authenticated successfully, Brian can now view the file.

He wants to review the security settings for the contract, so he clicks the lock icon at left.
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Presenter
Presentation Notes
Brian sees that the document is protected by MIP and clicks Permission Details to see the permissions.



©2021 Adobe. All Rights Reserved. Adobe Confidential.

Presenter
Presentation Notes
Here are the security and permissions settings. Brian clicks Show Details to see the security settings.
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Recipients 
Only

Presenter
Presentation Notes
Adobe Reader confirms the MIP label for the document (Confidential \ Recipients Only).

Now that Brian has access to the contract, he can do a thorough review and get back to Megan with any questions or concerns.

CLICK STEP(S)
Click anywhere to continue.
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2. AEM Document Security Server – Sicherheit für PDF Dokumente ausserhalb der Firewall (auch offline) 

21

AEM Document Security 
Server (DRM)
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Adobe Document Security Server - Architecture

22

Running on Application Server
AEM Document Security

DB Native

HTTPS

LDAP/SSL
Authentication
…and Directory Provider Keys

Audit Events
Policy Information

HTTPS

Internet

HTTPS HTTPS

Private Network

Public Network

Custom App
PPL/SDK

Reverse Proxy
Forwards HTTPS to 
Private Network

SOAP (HTTPS) / EJB
(RMI/IIOP)

Consume
Manage

Publish
Consume
Manage

Publish
Consume
Manage

Storage/Indexer
AEM AssetsSharePoint

Storage/Indexe
r

Or

HTTPS

AuthN/AuthZ SPI

Presenter
Presentation Notes
A JPG version is available on this page: https://helpx.adobe.com/aem-forms/6-2/document-security-offerings.html
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Author Experience
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Author Experience
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Author Experience
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DRM capabilities on smartphones and tablets

 Adobe Reader for iOS and Android 
contains support for accessing 
protected documents

 With documents encrypted at document 
layer, “jailbreaking” a lost/stolen phone 
does not expose any sensitive information

 Documents can also be revoked, with no
further access to decryption key

 Audit log of attempted access is also 
useful
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Flexible recipient experience
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PKI Authentication
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Security Settings and Dynamic Watermarks
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Applies to AEM Forms in PDF Format
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Supports Microsoft Word, Excel, and PowerPoint on Windows
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Detailed usage analytics – users and content

 When and where are 
documents opened?

 Who is opening the most?
 What docs are the most 

popular?
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Examples of Custom Built UI
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