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Welche Signaturen gibt es Adobe Acrobat Sign ?
Einfache Signatur – Authentifizierung - Fortgeschrittene Signatur –Qualifizierte Signatur - Fernsignatur 

Welche Signaturen gibt es in Adobe Acrobat /Acrobat Reader ?
Ausfüllen und Unterschreiben –Digitale Signaturen – Sign innerhalb von Acrobat

Usecases für digitale Signaturen in Adobe Acrobat ?
PKI ohne Workflow – FES oder QES mit Hardware bzw. Signaturkarte

Usecases für Adobe Acrobat Sign ?
Einfach - Mobil/Browser – Rechtsverbindlichkeit – Workflow – EES, FES, QES – Integrationen

Wann die Kombination ?
Formulare erstellen – Sign und Signaturkarte – Acrobat Funktionen benötigt (OCR, Stempel, etc.)
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1. Ausfüllen und Unterschreiben - Mobile Schreibmaschine mit Pixel-Signatur

Eigene mobile App

Teil von Acrobat Reader Mobile

Document Cloud-Dienst

Teil von Acrobat DC Desktop

Teil von Acrobat Reader DC DT

https://apps.apple.com/app/adobe-fill-sign/id950099951
https://documentcloud.adobe.com/link/home
https://documentcloud.adobe.com/link/home
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Rechtlicher Aspekt  - Ausfüllen & Unterschreiben in Acrobat/Reader/Mobile/Web ?

1. Zertifikat für Nicht Veränderbarkeit (eIDAS Zertifikat) 
2. Audit-Protokoll beweist nur die Erstellung
3. kein Workflow, keine zusätzliche Authentifizierung

https://apps.apple.com/app/adobe-fill-sign/id950099951
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Selber unterschreiben

• Individueller
Selbstunterzeichnungsprozess

• Ein typischer Anwendungsfall ist
ein Formular, das die Unterschrift
einer Person erfordert

• Kein Audit-Trail oder Zertifizierung
des endgültigen Dokuments

• Einfache Selbstunterzeichnung für 
strukturierte Selbstbescheinigungen
und Workflows

• Zertifiziertes signiertes Dokument als
Ausgabe komplett mit Audit-Trail

• 21 CFR Part 11-konforme Signaturen

• Möglichkeit, Daten zu
extrahieren/exportieren und die 
gesamte Signaturinfrastruktur zu
nutzen1

Adobe Acrobat DC Adobe Acrobat Sign Solutions

Presenter-Notizen
Präsentationsnotizen
When it comes to signing yourself, Adobe Acrobat provides a quick and easy self-signing process. Use the Fill & Sign tool to easily fill, sign, and send your forms or documents electronically. Form field identification can aid form completion and the typical use case is a form that is provided to you that needs to be filled out and signed, such as a Motor Vehicle Transfer or Tax ID document.For Adobe Acrobat Sign, the self signing options are two fold – there is Fill & Sign and the option to use Structured Self-Signing. Fill & Sign is a fieldless process, allowing the user to simply click the page, and start typing.  No field enabled library templates or user authentication is possible.Fill & Sign is designed to be a quick and easy method for a user to upload a document, fill in any needed content, and then optionally apply their signature. Text is entered through a direct "click and type" interface that does away with the need to place elaborate fields.Self-signing makes use of launching page that is similar to the Send page without the recipient stack, and allows for the user to use a template from the account library. Additionally, Self-signing can include authentication of the user, leveraging the "enforce identity authentication" settings. You can use templates, authoring, and CFR 21 part 11 compliant signatures, as well as extract/export data and use all signing infrastructure for a robust self-signing process.More information on self signing can be found in Helpx here - https://helpx.adobe.com/sign/using/adobe-sign-self-signing.htmlIt is important to remember that compliance of the various options depend on policies and/or local jurisdiction and should be examined carefully.
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Ausfüllen und Unterschreiben mit Adobe Acrobat Sign (Webinterface)
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Rechtlicher Aspekt  - Ausfüllen und Unterschreiben in Adobe Acrobat Sign

1. Integriert in Sign Oberfläche 
2. Zugriff auf Formular Editor
3. Biete zusätzlich FES und QES Signaturen
4. Gründe für Unterschrift
5. Zertifikat für Nicht Veränderbarkeit (eIDAS Zertifikat) 
6. Audit-Protokoll 
7. kein Workflow, keine Authentifizierung
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Selber unterschreiben —
Lösungsvergleich

Feature Ausfüllen und Unterschreiben in 
Acrobat Standard oder Pro

Ausfüllen & Unterschreiben
Adobe Acrobat Sign-Lösungen

Strukturiertes Selbst-Signieren in 
Adobe Acrobat Sign-Lösungen

Schnelle und einfache Unterschriften für jedes Dokument ● ● ●
Robuste E-Signatur-Infrastruktur ●

Dokumenterstellung einschließlich Daten- u Signaturfeldern ●

Sensei-basierte Felderkennung ● ● ●
Zertifizierte Vereinbarung ● ●
Tracking und Verwaltung ● ●

Originalitätssiegel ● ● ●
Passwortschutz ● ●

Benutzerauthentifizierung ●
Prüfbericht ● ●

Alle Signaturtypen (einfach, Fortgeschritten, Qualifiziert) Einfache Signatur ●
Verwendung von Vorlagen ●

Datenextraktion ●
Administrative gesteuerte Einstellungen ●

21 CFR Part 11 konforme Signaturen ●

Presenter-Notizen
Präsentationsnotizen
For Adobe Acrobat Fill & Sign, there is no intent captured by both parties, only the signer. I tis like “writing your name on paper”, there is no audit trail, no workflow, and no enhanced e-signature authentication. If you sent a document using Fill & Sig, though the signature is legal, there is no legally binding audit trail to prove that it was you who signed. Once the document is signed, it is locked to prevent and track changes, but retention is not automatic and not maintained. Adobe Acrobat Fill & Sign and Fill & Sign in Acrobat Sign are not able to be configured to meet industry specific regulations.In Adobe Acrobat Sign, using self-signing the consent to work electronically and accept the terms of the agreement is built into and captured via the signature process. The identity of a signatory is verified as part of the signing process and this verification is captured in the audit log. The sender can choose authentication methods to verify the identity of a signatory. Acrobat Sign locks and encrypts the document at each step of the signing process.
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Was sind Digitale Signaturen in Acrobat/Reader Desktop? (seit Acrobat 4.0)
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Stufen der digitalin Signaturen in Acrobat / Reader Desktop
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Qualifiziertes Zertifikat von 
einem Trustcenter (TSP)

Fortgeschritten

Einfach

Fortgeschrittenes Zertifikat
1 .Hardware, Token, PKI
2. TSP

Dateibasiertes oder selbst
ausgestelltes Zertifikat

Qualifiziert



Demo 
Digitale Signaturen in 

Acrobat/ Reader
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Signatur Alternativen

Wer unterschreibt? Andere werden gebraucht, um zu
unterschreiben

Selber unterschreiben

Adobe Acrobat DC 

Adobe Acrobat Sign 
Solutions

Internal Only

Presenter-Notizen
Präsentationsnotizen
Adobe offers a variety of options for e-signatures with a range of features and uses. First, when it comes to Signing yourself, this is possible in Adobe Acrobat DC for teams or enterprise, as well as Adobe Acrobat Sign Solutions for business and enterprise. Both options are referred to as "Fill & Sign". There are differences which we will get into shortly.When others need to sign, the option in Adobe Acrobat DC for teams or enterprise is called "Request Signatures", and the option in Adobe Acrobat Sign Solutions for business and enterprise, is also called "Request signatures".If a customer has Adobe Acrobat Sign Solutions for enterprise through an ETLA, they will not have the Request Signatures option in Adobe Acrobat DC. 
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Adobe Acrobat Sign

14

Identitäts-
prüfung

Geräte-
übergreifende
Erlebnisse

Rechtsverbindliche Signaturen

1. Einfach
2. Fortgeschritten
3. Qualifiziert

Dokumente
nsicherheit

Auditierbarkeit
Analytik

Presenter-Notizen
Präsentationsnotizen
Adobe Sign is the frictionless way to collect signatures and keep the process fully digital. Plus Adobe e-signatures provide you with extensive identity verification capabilities.When you deliver seamless experiences, they speed business. Using e-signatures can save 1.5 hours on average per signing and provide the best in adaptability, enabling signature on any device, from any location.By embedding e-signatures in the tools your team uses every day, you accelerate business processes, enabling them to quickly proceed and get to the finish line. Forrester found, on average, 28x improvement in cycle timeE-signatures have great, demonstrable ROI. No longer spending money on hard storage facilities, paper and printing, shipping, and manpower costs to track and manage. These costs quickly add up and the average e-signature investment has a 420% return on investment
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Stufen der Verbindlichkeit

Fortgeschrittene elektronische Signatur

E-Mail mit Empfangsbestätigung

Mündliche Absprache

Qualifizierte elektronische Signatur

Einfache elektronische Signatur

E-Mail

ca. 90% der Anwendungsfälle
elektronischer Signaturen



©2022 Adobe. All Rights Reserved. Adobe Confidential.

EU-Verordnung: Fortgeschrittene u. qualifizierte Signaturen

Fortgeschrittene Signaturen (FES o AES)

Laut eIDAS vier Hauptanforderungen:

1. Eindeutig mit dem Unterzeichner verknüpft.

2. Kann den Unterzeichner identifizieren.

3. Erstellt mit einer Methode unter der alleinigen Kontrolle des Unterzeichners.

4. Verknüpft mit den signierten Daten, auf die sie sich beziehen, so dass jede nachfolgende Änderung der Daten erkennbar ist.

Qualifizierte elektronische Signaturen (QES)

• Definiert als erweiterte elektronische Signatur, die mit einem qualifizierten Zertifikat erstellt wurde.

• Basierend auf einer staatlich anerkannten Zertifizierungsstelle, die das qualifizierte Zertifikat ausstellt.

• Erfordert ein sicheres Signaturerstellungsgerät (z. B. Smartcard / USB-Token/ Fernsignatur über 2F).

• Rechtswirksamkeit als handschriftliche Unterschrift - Beweisumkehr

•

16

+

+
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Qualifizierte Signaturverfahren

Früher Heute
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2 Faktor Authentifizierung und Signaturen

Email
Email 

+ Password

Phone Code: 
521234

Email 
+ Government
ID verification

Email
+ Single Sign On

Fortgeschr. Signatur

oder

Qualifizierte Signatur

oder

Email
+ Telefon SMS

während der SignaturVor der Signatur

Presenter-Notizen
Präsentationsnotizen
If you look to the far left you’ll see Email. And it’s like AT&T raising the bar it just keeps going up. And with that so does the level of authentication and identity and trust.Email + password… Email + Government ID verification…Being able to prove one’s Identify is the core of all of this. Proving Identity is the beating heart of E-signature Law. How much do I need the individual who I an collecting the signature from, to be able to prove that they are who they say they are.Compliance and regulations is what deems what type of signature you need. 99% of the use-cases that you are going to run into are going to be able to be satisfied with electronic signatures, it is very important to know that.So, Where compliance comes in to all of this?… GDPR… you are ALL familiar with that. Well…. eSignatures also have compliance and regulations that we have to uphold too, GDPR also being one of those. It’s get’s even more granular, by state, by country, by The Family Educational Rights and Privacy Act (FERPA)  Adobe Sign meets the highest levels of security and compliance requirements globally. Adobe uses the same technologies and security engineering processes relied on by financial institutions and governments around the world. With Adobe Sign, security is considered at every level—from the application code and networks to the physical facilities. Along with the most up-to-date technologies, Adobe Sign adheres to the latest best-practice policies for online security. At a high level, Adobe Sign secures all data and documents both in motion, and at rest. PCI - Payment Card Industry Data Security Standard -PCI DSS was created to ensure that companies that process, store or transmit credit card information secure and protect that information.  To provide services to the payment card industry, companies must also certify compliance with PCI DSS. Adobe takes the security of credit card information seriously and is certified at level-3 of PCI DSS compliance.SSAE 16 - Statement on Standards for Attestation Engagements (SSAE) No. 16 Type II Service Organizations Controls 2 (SOC 2) and the Sarbanes-Oxley ActThe Statement on Standards for Attestation Engagements (SSAE) No. 16 measures the controls relevant to financial reporting. The Service Organizational Controls 2 (SOC 2) measures the IT controls of security, availability, processing integrity, confidentiality, and privacy. The Sarbanes-Oxley Act (SOX) was enacted to protect investors by improving the accuracy and reliability of corporate disclosures.  While SOX controls are primarily geared towards a company’s own internal controls, EchoSign operations meet or exceed SSAE 16 Type II SOC 2 requirements and are audited annually. EchoSign SSAE 16 Type II SOC 2 compliance gives you a high degree of security for your revenue generating agreements.ISO 27001 –  ISO (International Organization for Standardization) is an independent, non-governmental membership organization and the world's largest developer of voluntary International Standards. International Standards make things work. They give world-class specifications for products, services and systems, to ensure quality, safety and efficiency. They are instrumental in facilitating international trade.  Adobe Document Cloud eSign services is ISO 27001 certified, demonstrating Adobe's commitment to systematically managing information security risksHIPAA - Health Insurance Portability and Accountability Act -HIPAA places stringent requirements on healthcare providers (also called Covered Entities) to protect sensitive health information.  In order to stay compliant, companies must only work with HIPAA-compliant service providers and have a Business Associate Agreement (BAA) in place with those service providers. Adobe eSign Services supports HIPAA’s stringent privacy and security requirements to protect this sensitive data and its BAA meets all HIPAA’s requirements.    
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Stufen der Signaturen in Adobe Acrobat Sign

Erweitert
2-Faktor-Authentifizierung

z.B. E-Mail + Telefon-PIN
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Qualifiziertes Zertifikat von 
einem Trustcenter (TSP)Qualifiziert

Fortgeschritten

Fortgeschrittenes Zertifikat
1 .TSP oder
2. Hardware

Einfach
Einstufige Authentifizierung

z.B. e-Mail

 Zusätzliches FES o. QES Zertifikat Im Dokument
 Zertifizierte Herkunft

mit eIDAS Siegel und eIDAS Zeitstempel
 Prüfprotokoll

 Zertifizierte Herkunft
mit eIDAS Siegel und eIDAS
Zeitstempel

 Prüfprotokoll

Dateibasiertes oder selbst
ausgestelltes Zertifikat



Demo 
Digitale Signaturen in 
Acrobat Sign Solutions
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