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The following table contains the baseline security subset (derived from The Common Controls Framework by Adobe) of control activities that apply to Adobe's enterprise service offerings. The control activities help Adobe enterprise offerings meet the requirements of ISO/IEC 27007, ISO 22301, AICPA Trust Service Criteria - Common Criteria (TSC - CC), AICPA Trust Service Criteria -
Availability ("TSC - A"), AICPA Trust Service Criteria - Confidentiality ("TSC - C"), FedRAMP Tailored baseline ("FedRAMP Tailored"), PCI DSS, as well as the security requirements of GLBA, FERPA, German Federal Office for Information Security - Cloud Computing Compliance Controls Catalogue ("BSI C5"), HIPAA Security Rule, National Institute of Standards and Technology Cybersecurity ("NIST
Cybersecurity"), Information Security Registered Assessors Program ('iRAP"), and Spain Esquema Nacional de Seguridad ("Spanish ENS'). These common activities were identified and developed based on industry requirements and adopted by product operations and engineering teams to achieve compliance with these standards. This information is only to be used as an illustrative
example of common security controls that could be tailored to meet minimum security objectives within an organization.

Additionally, some of the requirements from the aforementioned frameworks are not in scope forthe Adobe's enterprise service offerings and are not represented in this table.

Control Family Control Sub- Control Short Common Control Activity ISO/IEC27001 ISO/IEC27001 IS0 22301 TSC- TSC- TSC- FedRAMP PCIDSS V321 GLBA Ref# FERPA Ref# BSICS HIPAA Security NIST Gybersecurity iRAP Spanish ENS
Family Name ISMS Annex A Common Criteria Availability Confidentiality Tailored Ref#
Refi# Refi# Ref#
CM-8_N_00
CM-8_N_01 961 8
Device and Inventory [The organization] maintains an inventory of system devices, which is reconciled [in - 0336 9
Asset Management A811 CCe11 CM-8_N_02 97 AM-01 164310(D)(1)
Media Inventory Management accordance with the organization-defined frequency]. 0159 10
CM-8_N_03 971 2%
CM-8_N_04
nn
Inventory 1234
Device and Media Management [The organization's] asset inventory includes in-scope cardholder related systems, 24
Asset Management X
Inventory Payment Card devices,and media 961
Systems 97
991
8
9
Asset Management Device and Media Inventory Labels [The organization's] assets are labelled and have designated owners A812 CCem 1233 AM-02 0294 10
Inventory 961 26
92
93
0336
D d Med AssetTi rtat [Th tion] authy d ds the entry and exit of syst t datacent AN25 MA-2_N_02 164.310(d)(1) IDAM-4 0159 57
Asset Management evice and Media sset Transportation e organization] authorizes and records the entry and exit of systems at datacenter C652 MA2_N_03 963 L2 : - P
Transportation Authorization locations. Al126 164.310(d)(2)(iii) PRDS-3
PE-8_N_00 69
95
Device and Media Asset Transportation [The organization] documents the transportation of physical media outside of AN25 MA2_N_02 96 1599 57
Asset Management . . datacenters Al126 CCe52 962 68
Transportation Documentation MA-2_N_03 0310
Physical media is packaged securely and transported in a secure, traceable manner. A833 963 69
97
Device and Media The use of portable media in [the organization] datacenters is prohibited unless
Asset Management Use of Portable Media CC673 MP-7_N_00 1359
Transportation explicitly authorized by management
MA-2_N_00 0305
Component MA-2_N_01 0307
. Maintenance of Equipment maintenance is documented and approved according to management MA-2_N_04 PRDS-8 0306 3
Asset Management I’clstalttatlon and Assets requirements AN24 A123 MA-2_N_05 PS-06 164310(3)(2)(iv) PRMA-1 0310 29
elntenance MA-4_N_00 0944
MA-4_N_03 1598
Component Tampering of Devices that physically capture payment card data are inspected for evidence of 99
Asset Management | Installation and Payment Card Capture 992 3
tampering [in accordance with the organization-defined frequency]
Maintenance Devices A21
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[The organization's] business contingency plan is reviewed, approved by management

A1711
and communicated to relevant team members [in accordance with the organization- AT712
defined frequency]

[The organization] Business Contingency Plan addresses how to access facilities and

obtain data during an emergency.

Business contingency roles and responsibilities are assigned to individuals and their

contact information is communicated to authorized personnel

[The organization] performs business contingency and disaster recovery tests [in

accordance with the organization-defined frequency] and ensures the following:

- tests are executed with relevant contingency teams A1712
- test results are documented A713

- corrective actions are taken for exceptions noted
- plans are updated based on results

[The organization] identifies the business impact of relevant threats to assets,
infrastructure, and resources that support critical business functions. Recovery
objectives are established for critical business functions.

Budgets for infrastructure capacity are established based on analysis of historical
business activity and growth projections; purchases are made against the established
budget and plans are updated on a [in accordance with the organization-defined
frequency]

[The organization] configures redundant systems or performs data backups [in
accordance with the organization-defined frequency] to resume system operations in Al1813
the event of a system failure.

841(c)
241(dA)

421(a)
421(b)
51(c)

431(3)

431(b)

431(c)
432

834(g)

224(h)

c@as
C@si
coon

C45
@51
C@ss
CTs6
ccon

C45
@51
coon

C@si
coon

A1210
A123
A125
A127

A123
A131

A123
A127

A112
Al13

A128

-2 12101

-2
IA-2

P-4

CP-9_N_02

SA-2

CP-9_N_00
CP-9_N_01 12101
CP-10

BCM-01
BCM-02
BCVI-03
BCVI-04

BCM-01
BCM-02
BCMI-03
BCM-04

BCM-01
BCMI-02
BCM-03
BCV-04

OPs-01

QOPs-07

164308()(7)(1)
164308(a)(7)(ii)(B)
164308(a)(7)(ii)(C)

164.310(3)(2)(i)
164312(a)(2)(ii)

(B)
©
(D)
i)

164308(a)(7)ii
164308(a)(7)(ii
164308(3)(7)ii

164310(3)(2)

)
)
)
(

164308(3)(7)(ii)(E)

164308(a3)(7)(ii)(E)

164308(a)(7)(ii)(A)
164308(a)(7)(ii)(B)
164310(d)2)(iv)
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PRIP-9
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PRPT-5
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42
43
44
70
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44
45
70

42
43
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Bock [The organization] performs backup restoration or failover tests [in accordance with 745 A127 OPS-06 164308(2)(7)(i)(A)
MC wp . Backup Resilience Testing the organization-defined frequency] to confirm the reliability and integrity of system A1231 C@sa A128 P10 12101 OPS-08 164308(8 )(7)(I,I_)(B) 1548 100
anagemen backups or recovery operations. ccon A132 OPS-09 2NN
Backup Backup Alternate [The organization] backups are securely stored in an alternate location from source A120 951 1513
Management Storage data.
m
114
CC682 116
can 12
@12 122 4
Confreurati Baseli Baseline [The organization] ensures security hardening and baseline configuration standards A12S] @13 CA-3_N_00 21 PRIP-1 1400 3
A;n gura /on[ Cas? ne " Configuration have been established according to industry standards and are reviewed and updated A>122>1 @15 CM-2_N_00 211 3144(b)(3) FERPA_9931(a) DEAE-1 15 88
anagermen onfigurations Standard [in accordance with the organization-defined frequencyl. e @51 CM-6_N_00 22 B 89
ccsim 222 90
ccein 223
16 224
225
53
. " " . i y . 72
Configuration Baseline Default "Deny- all Where applicable, the information system default access configurations are set to 721
Management Configurations Settings "deny-all" 3
122 4
1042 3
Configuration Baseline . [The organization] uses mechanisms to detect deviations from baseline configurations A944 CM-6_N_02 n4 . 15
Management Conﬂgurations Conﬂguratlon Chedks in production environments A1251 (C682 CM-7_N_00 ns 3144(0)3) FERPA_9931(2) 164308()(5)(1)(B) 88
nsi 89
53 90
Configuration Baseli Configuration [The organization] reconciles the established device inventory against the enterprise
Management aseline . Checks Reconciliation: | log repository [in accordance with the organization-defined frequency]; devices which 3144(b)(3) FERPA_9931(a)
Configurations N . X
(VDB do not forward security configurations are remediated.
AU-8_N_00 104
Configuration Baseline Time Clock Systems are configured to synchronize information system time clocks based on ADA4 AU-8_N_01 1041 0988 3
Management Configurations Synchronization International Atomic Time or Coordinated Universal Time (UTC). o AU-S 1042 37
AU-6 1043
Configuration Baseline . Time CIOCE Access to modify time data is restricted to authorized personnel 104 0586
Management Configurations Configuration Access 1042
. Vendor-supplied default passwords are changed according to [the organization
Configuration Baseline Default Device i ut passw & ing o[ ganization] 21 0383
. standards prior to device installation on the [the organization] network or immediately IA-5 3
Management Configurations Passwords . . . 21 1260
after software or operating system installation,
Confgurstion Baseline ) [The orga nlzatl.on] \mptemen‘ts only o‘ne prlmaryfun‘ct\op per server within the.
) Process Isolation production environment; the information system maintains a separate execution 221 0380 3
Management Configurations
domain for each executing process.
Configuration Baseline Where applicable, collaborative computing devices used at [The Organization] are
Collaborative Devices | configured to restrict remote activation and provide an explicit indication that they are SCG15 3
Management Configurations i use
Configuration Approved Software | Software Installation Installétlon of software or programs in the production environment is approved by T 0382
Management authorized personnel
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cc2n

CC681 111
CCCCé7?33 1042 DEV-01
A1212 CCé]W o4 DE\/-O3
o h M ¢ Change scope, change type, and roles and responsibilities are pre-established and A1262 ccalto 645 DEV-OS 30
ange Change Management ange Vanagement | ontrol workflow; notification and approval requirements are also pre-established Al421 SA-3 6451 FERPA_9931(a) : PRIP-3 2n
Management Workflow cce13 DEV-06 87
based on risk associated with change scope and type A1422 6452
12 DEV-07
Al424 6453
[€eE) 6454 DEV-09
ca14 (;)4(;)
Cceis
cce19
a3 13)1';2
ccain 632
Prior to introducing changes into the production environment, approval from A1251 cs8n13 j
CA-9_N_00 64 DEV-02 30
Ch authorized personnel is required based on the following: - change description A1423 8114 M- N_00 645 DEV-G3 P
arge Change Management | Change Approval - impact of change A1424 €813 - FERPA_9931(a) ) 21
Management CM-6_N_01 6451 DEV-06 89
- test results Al428 814 M6 N 03 6450 DEV-07 %0
- back-out procedures A1429 ccs1s e 453 :
ccei7 6454
818 -
646
2
Change Segregation of Segregation of Changes to the production environment are implemented by authorized personnel A1426 ggg;z 642 DM-06 pnca o ;1
Management Duties Duties A612 646 QIS-04 ]
CC681 16
87
Change Change Communication of Customer-impacting product and system changes are publicly communicated on the cc22m
Maintenance and 21
Management Communication company website Q31
Downtime
A821 326
[The organization's] data classification criteria are reviewed, approved by A822 16 MP-6_N_01 4
Dots Monagement Data Data Classification management, and communicated to authorized personnel [in accordance with the A823 CCo51 an RA-2 961 3143()1) AM-05 164310(b) DAMS 0393 91
Classification Criteria organization-defined frequency]; the data security management determines the A831 C8114 SH AM-06 164310(c) 92
treatment of data according to its designated data classification level. Al813 cCa1s SI12 93
A1814 :
[« it is obt: d for [th tion's] T fS ToS, 1 llect
Data Management | Choice and Consent | Terms of Service onsent s obtained for the organizations] Terms of Senvice (ToS) prior to collecting FERPA_9931(a)
personal information and when the ToS is updated
Dsts Management | Choice and Consent Notice of Personal In accordance with [the organization] policy, [the organization] provides notice to @37
Information Disclosure |individuals regarding legally-required disclosures of personal information,
Dsts Management | Data Handiing External Privacy In compliance with [the organization] policy, [the organization] reviews privacy- Al814 o
Inquiries related inquiries, complaints, and disputes.
87
Restricted (as defined by th tion's data classificat t dat; 88
Data Management | Data Handling Test Data Sanitization [Restricted (as defined by the organization's data dassification criteria)] data s Al431 643 1274
redacted prior to use in a non-production environment. 89
90
24
25
73
74
A3 IA-5(1)_N_02 > - 164312(2)(2)(1) 75
Encryption of Data in  [Restricted (as defined by the organization's data classification criteria)] data that is IA-7_N_00 CRY-02 164312(E)(1) 76
Data Management | Data Encryption Al1413 C672 411 3143(b)(2) FERPA_9931(a) PRDS-2 n62
Transit transmitted over public networks is encrypted SC12 CRY-03 164312(e)(2)(i) 77
Al814 sca3 821 3143(b)(3) T64312(e)(2)i) o
A1815 A23 i
94
95
96
97
4
34 24
ccets 3 2
Dots Management | Data Encryption Encryption of Data at  [Restricted (as defined by the organization's data classification criteria)] data at rest is Al1814 Colo 353 CRY-02 164312(3)(2)(iv) PRDS-1 0450 73
Rest encrypted A1815 o 36 CRY-03 164312(e)(2)(ii) 74
363 91
821 94
o5
23
Approved Where applicable, strong industry standard cryptographic ciphers and keys with an sc ;’;
Data Management | Data Encryption Cryptographic effective strength greater than 112 bits are required for cryptographic security Sch 43 0471
Technology operations. ]
821
A22
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[The organization] does not store full track credit card data, credit card authentication
information, credit card verification code, or credit personal identification number (PIN)
which [the organization] processes for payment.

[The organization] restricts personal account number (PAN) data such that only the
first sixand last four digits are displayed; authorized users with a legitimate business
need may be provided the full PAN.

[The organization] uses mechanisms to detect direct changes to the integrity of
customer data and personal information; [the organization] takes action to resolve
confirmed unauthorized

changes to data.

[The organization] securely erases media containing decommissioned [Restricted
organization's data classification criteria)] data and obtains a certificate or log of
erasure; media pending erasure are stored within a secured facility.

[The organization] purges or archives data according to customer requests or legal
and regulatory mandates

[The organization] removes electronic protected health information from electronic
media ifthe media is made available for re-use

Sharing [the organization] [restricted (as defined by the organization's data
classification criteria)] data via messaging technologies, social media, and public
websites is prohibited

Adobe protects its public information system presence with the following processes:
only authorized and trained individuals may post public information, content is
reviewed prior to publishing, information on public systems is reviewed periodically,
and non-public information is removed from public systems upon discovery.

The Board of Directors provides corporate oversight, strategic direction, and review of
management for [the organization]. The Board of Directors meets at least [in
accordance with the organization-defined frequency] and has 3 sub-committees:

- Audit Committee 51
- Executive Compensation and Nominating Committee

- Governance Committee

The Audit Committee is governed by a Charter, is independent from [the organization]
Management, is composed of outside directors (Industry Experts), and meets [in

accordance with the organization-defined frequency]. The Audit Committee oversees:

-Financial Statement Quality 51
-Enterprise Risk Management 53

-Regulatory & Legal Compliance
-Internal Audit Functions
-Information Security Functions
-External Audit Functions

[The organization] Management ensures that its organization is aligned with the
corporate strategy by assigning key managers with responsibilities to execute the 513
corporate strategy.

[In accordance with the organization-defined frequencyloperating plans are aligned

with Corporate Objectives, which are established [in accordance with the organization- 51(a)
defined frequency] during the Company’s planning process. Priorities are set and plans 71
are communicated appropriately.

A832
AN27

41

422(a)
422(b)

CCe51
C652

can

a2

Q22
Q23
cas3
Q22

caz2
caz23
cas3
[€@Ap)
Q22

can
can2
cais
a2
[€aky]
as2
cas3
aalS]

cas2

Q21
az2

Q21
22

MA-2_N_03
MP-6_N_00
MP-6_N_01

AC22

32
321
322
323

33

ns

98
981
982

31

42

AM-04
PI-03

7
74

164310(D)(1)(ii) PRIP-6 1464

164310(D)(1)(i) 1451

0348

0820

0820
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Cyber Security [The organization] purchases cyber security insurance to mitigate risk of material

Entity M t | Strate Pl 71 CCo12
iy Menagemen rategicranning Insurance financialimpact that could result from a cyber security event.
«as3
cass
Qa2
[In accordance with the organization-defined frequency], the Chief Audit Executive P
meets with the Audit Committee to review key risk issues. The Audit Committee
Internal Audit Internal Audit @ais
Entity Management approves the [in accordance with the organization-defined frequency] Internal Audit 92
Oversight Function @6
Plan. Results of [in accordance with the organization-defined frequency] audits and a17
subsequent issue tracking summaries are presented to the Audit Committee. CG‘WB
ccan
CCA1D
ais
Internal financial control assessment results are reported to the Audit Committee by
Internal Audit Financial Control @16
Entity Management o ht R the Chief Audit Executive on a [in accordance with the organization-defined frequency] 92 a17
versig eview and support the CEO/CFO 302/404 certifications. o 1 8
cas4
g @31
Internal Audit [The organization]'s anti-fraud program encompasses both entity-level (Code of P
Entity Management nternat Audi Anti-fraud Program Conduct, Hotline, Background Checks, AC oversight, etc) and process-level controls
Oversight \ @333
(including IT controls) embedded with [The organization]'s process design of ICOFR 334
@335
[In accordance with the organization-defined frequency], the Chief Security Officer
Emtity Monagement Information Security | Information Security | meets with the Audit Committee to review key Information Security issues. Results of 03 Q22 COM-04 o4
Oversight Function continuous monitoring activities and current security compliance status are presented Q33
to the Audit Committee and the Board of Directors.
caaino
@114
nf tion'S " nf tion'S " Information Security compliance results are reported to the Audit Committee by the 3115
Entity Management niormation security  Information security Chief Security Officer on a [in accordance with the organization-defined frequency] ane 0714
Oversight Compliance Review
and support information security compliance certifications 319
Cca14
cca21
612 AC2_N_00 2
o z
A921 : A 164308(a)(3)(i1)(A)
A922 ceete ACTZN_00 DM-01 164308(2)(3)(i)(®) “
Identity and Logical Access Logical Access Logical access provisioning to information systems requires approval from appropriate A023 618 an CP-9_N_03 714 3143(0)3) FERPA_9931(2) D02 164308(2)(4) PRACA 0405 15
Access Management Account Lifecycle Provisioning personnel 621 IA-4_N_00 812 1507 16
A941 IDM-06 164308(a)(4)(ii)(B)
631 IA-5_N_07 7
A1813 164308(a)(4)(ii)(C)
CC633 IA-5_N_08 88
164312(a)(1
8114 MP-2_N_00 89
ccsnis PS-4_N_04 90
CCe12
A731 615 2
AC-2_N_05 164308(a)(3)
A921 CC616 3
A922 ccs18 AG2N_08 812 IDM-01 164308(2)(3)(10(B) 14
Identity and Logical Access Logical Access De- Logical access that is no longer required in the event of a termination is documented, A923 C622 an ACG17_N_00 813 31430)3) FERPA_9931(2) DM-02 164308(3)(3)(ii)(C) PRAC 0430 5
Access Management Account Lifecycle provisioning communicated to management, and revoked. PS-4_N_00 164308(a)(4)
A941 CC631 814 IDMV-04 16
PS-4_N_01 164308(a)(4)(ii)(C)
h926 cce32 PS4_N_0S 164312(a)(1) v
Al813 633 B 2 60
CC928
Identityand Access | Logical Access Logical Access De- The People Resources system sends a notification to relevant personnelin the event of
provisioning: PS-4_N_01 0430
Management Account Lifecycle a termination of an information system user.
Notification
AC-2_N_07 164308(a)(3)
CCe12 AC-2_N_08 164308(3)(3)(ii)(A)
h923 623 AC2 N 09 164308(2)3)B)
(dentity and Logical A Th t f tand d thth A941 Doty IDM-01 15
lentity an ogical Access Logical Access Review [The organization] performs account and access reviews [in accordance with the Ceoan an a3 - 3143()3) FERPA_9931(a) 164308(2)3(0) 0407
Access Management Account Lifecycle organization-defined frequency]; corrective action is taken where applicable A925 IDM-05 7
1813 CCe32 IA-5_N_09 164308(a)(4)
633 PS-5_N_00 164308(3)(4)(i)(C)
PS-5_N_02 164312(a)(1

Upon notification of an employee reassignment or transfer, management reviews the
employee's access for appropriateness. Access that is no longer required is revoked PS-5 812 0430
and documented

Identity and Logical Access Role Change: Access
Access Management Account Lifecycle De-provisioning
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[The organization] restricts the use of shared and group authentication credentials
Authentication credentials for shared and group accounts are reset [in accordance
with the organization-defined frequency]

Where applicable, the use of generic and shared accounts to administer systems or
perform critical functions is prohibited; generic user IDs are disabled or removed

[The organization] requires unique identifiers for user accounts and prevents identifier A941

reuse. A942
User and device authentication to information systems is protected by passwords that A912
meet [the organization's] password complexity requirements. [the organization] AS41

requires system users to change passwords [in accordance with the organization- A942
defined frequency]. A943
Multi-factor authentication is required for: A941
- remote sessions A942
- access to environments that host production systems AN26
Authorized personnel verify the identity of users before modifying authentication A924
credentials on their behalf. A931

Information systems are configured to terminate inactive sessions after [the
organization-defined duration] or when the user terminates the session

Information systems are configured to limit concurrent login sessions and the inactive
user interface is not displayed when the session is terminated

Users are locked out of information systems after [the organization-defined number] of
invalid attempts for a minimum of [the organization- defined duration], or untilan
administrator enables the user ID.

Users are locked out of information systems after multiple, consecutive invalid
attempts within a defined period; Accounts remain locked for a defined period.

Privileged logical access to trusted data environments is enabled through an
authorized session manager; session user activity is recorded and tunneling to
untrusted data environments is restricted

CCe12
CCe13
Ce17

CCe12
CCe13
G615
CCe16
CCe17

G612
CCe13
CCe17
CC663

CCe17

CC671
14

1A-4_N_01
1A-4_N_02
1A-4_N_03
1A-5_N_00
IA-5_N_01
IA.S NL_NS
ACH4
IA-4_N_04
IA-5_N_02
IA-5_N_06
1A-5(1)_N_00
1A-5(1)_N_01
1A-5(1)_N_03
1A-5(1)_N_04

AC2
AC20
IA-2(1)_N_00
IA-2(12)
IA-5_N_02
IA-5(11)
IA-8
1A-8(1)
IA-8(2)
1A-8(3)
IA-8(4)
MA-4_N_00
MA-4_N_02
MA-4_N_03
MA-4_N_04

AC-14
1A-5_N_03
JA-5(1)_N_05

MA-4

AC7

1A-2(12)
IA-5(11)
1A-8
IA-8(1)
1A-8(2)
IA-8(3)
IA-8(4)

85

8l
86

82
823
824
825
826

86

83
831
832

822

1238
818

816
817

3143(b)(3)

3143(b)(3)

FERPA_9931(a)

FERPA_9931(a)

FERPA_9931(a)

IDM-01
PSS-08
PSS-09

IDM-01
IDM-09
PSS-09

IDM-01
PSS-09

IDM-08
PSS-05

164308(a)(5)(ii)(D) 0415

0415

164312(a)(1)
164312(3)(2)(i) 0414
164312(D)

164308()(5)1)0) 20

164312(d) PRAC7 1504

18
1593 19
20

164312(a)(2) i) 0428

1403

1509
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Where full disk encryption is used, logical access must be managed independently of

/gentity and Authentication Full Disk Encryption | operating system authentication; decryption keys must not be associated with user 341
Access Management
accounts.
Systems leveraged by the US. Federal Government present a login screen that
displays the following language:
(dentity and o ) - users are accessing a US. Qovernment information s.ystem ) ACT
4 " Authentication Login Banner - system usage may be monitored, recorded, and subject to audit ACS
ceess Management - unauthorized use of the system is prohibited and subject to criminal and civil )
penalties
- use of the system indicates consent to monitoring and recording
71
71
712
Logical Access Role 713
Identity and Role-Based Logical Pegrlmssu)n Initial permission definitions, and changes to permissions, associated with logical 7 1507
Access Management Access Authorization access roles are approved by authorized personnel. 721
722
723
87
1dentity and Role-Based Logical Source Code Security | Access to modify source code is restricted to authorized personnel. A945 1508 »
Access Management Access 87
Identity and . . - . . -
Role-Based Logical Service Account Individual user or administrator use of service accounts for O/S, applications, and
Access L . L 87
Access Restrictions databases is prohibited.
Management
[The organization] clients with access to the cardholder data environment (CDE), as Al
Identity and Role-Based Logical | PCl Account users or processes, are assigned unique accounts that cannot modify shared binaries Aﬁ
Access Management Access Restrictions or access data, server resources, or scripts owned by another CDE or [the A12
organization}; application processes are restricted from operating in privileged-mode. :
Identityand Virtual Privat Remot ctions to th te network dvia VPN through AG20 >
Aen /y;n l Remote Access NI tua knva e emote Zonnte ions to the corporate network are accessed via rougl ATI26 o5 MA-4_N_01 FERPA_9931(5) 164312(d) s
ccess Managemen etworl managed gateways. MA-4_N_04 6
[The organization] has a defined process and mechanisms in place to expeditiously
Identity and Remote Access Ability to Dlsavble disable or disconnect remote access to information systems within a defined time 123 PRAC3
Access Management Remote Sessions frame based on 1238
business need.
Identity and Remote ‘Ma!ntena "€ Vendor accounts used for remote access are enabled only during the time period 1238
Remote Access Authentication . . N L
Access Management Sessions needed, disabled when not in use, and monitored while in use. 815
Remote Maintenance:
Where applicable, Service providers with remote access to customer premises (e.g, for
Identity and Unique Authentication . - .
Remote Access . support of POS systems or servers) must use a unique authentication credential (such 851
Access Management Credentials for each

Customer

as a password/phrase) for each customer.
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Where applicable, processes that run as part of an [the organization] shared hosting
platform will run under unique credentials that permit access to only one customer
environment

[The organization] applications secure user data and maintain confidentiality by
default or according to permissions set by the individual; [the organization]
authenticates individuals with unique identifiers and passwords prior to enabling
access to:

- use the application

- view or modify their own data

Access to the cryptographic keystores is limited to authorized personnel.

[The organization] changes shared data encryption keys

- at the end of the [organization-defined lifecycle period]

- when keys are compromised

- upon termination/transfer of employees with access to the keys

Cryptographic keys are invalidated when compromised or at the end of their defined
lifecycle period.

Ifapplicable, manual clear-text cryptographic key- management operations must be
managed using split knowledge and dual control

Management reviews and authorizes key store locations

Storage of data encryption keys that encrypt or decrypt cardholder data meet at least
one of the following:

- the key-encrypting key is at least as strong as the data encrypting key and is stored
separately from the data encrypting key

- stored within a secure cryptographic device (such as a host security module (HSM) or
PTS-approved point-of interaction device)

- keys are stored as at least two full-length key components or key shares

[The organization] prohibits the distribution of cryptographic keys in clear text.

Digital Certificates are verified by information system components prior to installation
on the production network

[The organization] defines the types ofincidents that need to be managed, tracked
and reported, including:

- procedures for the identification and management of incidents

- procedures for the resolution of confirmed incidents

- key incident response systems

- incident coordination and communication strategy

- contact method for internal parties to report incidents

- support team contact information

- notification to relevant management in the event of a security breach

- provisions for updating and communicating the plan

- provisions for training of support team

- preservation of incident information

- management review and approval, [in accordance with frequency], or when major
changes to the organization occur

A1012
A1815

A1012
Al1815

Al611
Al612
Al614
Al615
Al616
Al1617

CCe110
CC619
CC672

CC6110
C619
CCe672

226
@21
@31
@32
@33
@734
c@3s
@410
C@4n
@42
@43
CT44
a7
@48
C749
@s2
C@s3
54
Cass

7564

Al
A12
35
352
36
362
363
367
36
PS-4_N_01 364
PS-5_N_02 365
367
36
364
365
367
36
366
35
354
35
353
36
361
363
36
362
M
IR-4_N_00
IR-4_N_02
IR-6_N_01
IR-7_N_00
IR-8_N_00 2
IR-8_N_01 51
gty
e 12101
s |
R8N_06 12105
= 12104
IR-8_N_07 2106
IR-8_N_08
IR-8_N_09
IR-8_N_10
IR-8_N_T1

3143(b)(2)
3144(b)(3)

FERPA_9933(3)()

FERPA_9931(a)

CRY-01

CRY-04

SIM-01
SIM-02
SIM-03

1546
24
25
38
39
164308(a)(5)(ii)(D) 94
95
%
97
24
25
1091 38
39
94
1091
IDRA-4
PRIP-9
RSRP-1 0043 2
RSCO-2 3

164308(a)(6)(1) RSCO-3 0123 32
164308(3)(6)(ii) RSAN-2 36
RSAN-4 o5 €0

RSMKI

RCRP-1
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Incident Response [The organization] tests incident response processes [in accordance with the 12102

Incident Response. | Incident Response Testing organization-defined frequency]. Results from the tests are documented 12106 0576
226
@31
Egij IR-4_N_01
Al611 IR-5_N_00
A1612 735 IR-9_N_00 DEDP3 2
Confirmed incidents are assigned a priority level and managed to resolution. If Al614 7410 \R-Q_N_OW 1063 3143()(2) 164308(2)(6)() DEDP-5 o3 3
Incident Response | Incident Response Incident Response applicable, [the organization] coordinates the incident response with business AT615 ca4an \R—97N 702 1081 3144()3) SIM-01 164308(2)(6)(i) RSCO-4 0125 32
contingency activities 1616 @42 \R—97N703 12103 RSMI-2 36
A1617 Egjj IR-9_N_04 RoIM-2 0
IR-9_N_05
@747 -
a8
frres
[The organization] defines external communication requirements for Q26
incidents, including: Q31 o3
External - information about external party dependencies Q32 Py ]
Incident ema - criteria for notification to external parties as required by [the organization] policy in @32 QIS-05
Incident Response Communication of A613 12103 1433 5
Communication Incident the event of a security breach 412 SIM-02 1434 5
ncidents - contact information for authorities (eg, law enforcement, regulatory bodies, etc) @413 0140
- provisions for updating and communicating external communication requirement CT46
changes @52
Q26
[Th tion] provid tact method for external parties to: 223
- Incident Incident Reporting eborfamza Contprov(; les a contact method for external parties to e @3 s s 3
AGEnt RESPAMSE. | Communication Contact Information | SUPTMIt cOMpIaints and inquiries Q@32 o 60
- report incidents O34
Q35
0123
Incident Incdent External | [Th tion] : to extemal stakehold db o
Incident Response nciden ncident Externa e organization] communicates a response to external stakeholders as required by 31 12101 SIV03 1433
Communication Communication the Incident Response Plan. 1434
0140
p Where applicable, authorized [the organization] personnel must enroll mobile devices
Mobile Device Mobile Device Security Mobile Device with the enterprise Mobile Device Management (MDM) solution prior to obtaining CC674 ACT9 195
Management Enrollment MP-7_N_00
access to [the organization] network resources on mobile devices
Mobile Device Mobile Device Security Mobile Device Mobile devices (ie, laptops, smartphones, tablets) that are used to access data from 674 AGI9 0869
Menagement Encryption Adobe internal resources are encrypted
p § Configuration Where applicable, portable and mobile devices are configured to ensure unnecessary
Mobile Device
Mobile Device Security| Management: Mobile |hardware capabilities and functionalities are disabled,and management defined AC19 14 0864
Management
Devices security features are enabled
4
114 2
12 10
121 24
Network Pol Network traffic to and from untrusted networks passes through a policy enforcement co61 CA-3_N_00 123 OPS-19 25
Network Operations | Perimeter Security etworkFolicy point; firewall rules are established in accordance to identified security requirements A1311 CM-7_N_01 13 FERPA_9931(a) COS-01 PR-PT-4 1528
Enforcement Points CCe64 73
and business justifications. SGS5 131 C0S-02 o
132 75
133 7
134
77
94
114
12
CCe14 121
Inbound and 672 123
Network Operations | Perimeter Security Outbound Network ' Network traffic to and from untrusted networks passes through a Demilitarized Zone Co8s 13 0637
Traffic: DMZ (DM2). 14 131
Requirements CCBWIWS 132
133
134
[The organization] maintains an inventory ofingress and egress points on the
Ingress and Egress production network and performs the following for each: 16

Network Operations | Perimeter Security - inventory is reduced to the minimum possible level 136 1427
- permitted ports, protocols and services are inventoried and validated

- documents security features that are implemented for insecure protocols

Points
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Non-disclosure of

[The organization] does not disclose private IP addresses and routing information to

Network Operations | Perimeter Security Routing Information | unauthorized parties. 137
Network Operations | Perimeter Security FD\\l/tneanr:Igc Packet Where applicable, [the organization] enables dynamic packet filtering on the network SGS5 135
Network Operations | Perimeter Security F\re‘walt Rule Set Network infrastructure rule sets are reviewed [in accordance with the organization- scs 17
Review defined frequency].
All trusted connections are documented and approved by authorized personnel; A3
management ensures the following documentation is in place prior to approval: SC-7
Network Operations | Perimeter Security Trusted Connections | - agreement with vendor s _21 178
- security requirements SC722
- nature of transmitted information -
C614 78
A214 CC671 OPS-24 87
Network Operations ls\letworkt i ls\letworkt i Production environments are logically segregated from non- production environments. Al1313 CCo81 SCG39 641 COS-06 EF;\AD§S7 0400 88
egmentation egmentation A426 682 DEV-10 : 89
ccen4 90
Card Processing Where applicable, [the organization] segregates the Personal Account Number (PAN)
. Network . . . . . . PP, 136
Network Operations Environment infrastructure including payment card collection devices; [the organization] limits
Segmentation 912
Segmentation access to the segregated environment to authorized personnel.
Disable Rogue - . .
Network Operations | Wireless Security Wireless Access [The organization] employs mechanisms to detect and disable the use of 12105 1324
unauthorized wireless access points.
Points
Network Operations |Wireless Security Wl.reless Access [The orgs nization] mamtam§ an ||jver?tory‘of authorized wireless access points m
Points including a documented business justification.
) [In accordance with the organization-defined frequency], [the organization] performs
. Rogue Wireless 1
Network Operations |Wireless Security anaccess point mapping exercise to identify and remove unauthorized wireless 1335
Access Point Mapping . m2
access points.
Authentication: [The organization] restricts access to network services via wireless access points to 41
Network Operations | Wireless Security Wireless Access authenticated users and services; approved wireless encryption protocols are required AC18 41'1 0536
Points for wireless connections. N
Newh dt b d checkas 3 condition of th caas PRACS >
Pegple Resources  On-boarding Background Checks ew hires are required o pass 2 background checkas  condition of their 72 A711 T PS-3_N_00 27 HR-01 B 0434 61
employment. G35 PRIP-11 &
[The organization] has established a check-in performance management process for [€aik)
People Resources | On-boarding Performance on-going filalogue between ma nagers and employees. [In accordance with the ) Q43
Management organization-defined frequency] reminders are sent to managers to perform their Q46
regular check-in conversation. cass
72(a)
Job candidates apply for roles that are listed on the [the organization] career portal; 72(b)
Qa3
People Resources | On-boarding Hiring Process candidates are interviewed to determine their knowledge and competence for their 72(c) 46
prospective roles and compatibility with [the organization] values. 72(d) o
72
2
PS-4_N_03 3
People Resources | Offbosrding Organization ) Upon employee termm‘at\on, management is notified to collect [the organization] AB14 PS-A:N:OA HROS 14
Property Collection property from the terminated employee. 16
PS-4_N_05 7
60
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Upon employee termination, management conducts exit interviews for the terminated
employee

Employees that fail to comply with [the organization] policies are subject to a
disciplinary process.

[The organization] has a Code of Ethics for Senior Officers. The Senior Officers and CEO
certify that they understand the Code [in accordance with the organization-defined
frequency]

[The organization] has a business ethics hotline for employees and external parties to
report ethical misconduct. Allegations are investigated and [the organization] will take
appropriate action for confirmed violations. Hotline reports are reported to the Audit
Committee on a [in accordance with the organization-defined frequency].

[The organization] conducts screening and rescreening of authorized personnel for
roles that require national security clearances. For national security clearances; a
reinvestigation is required during the 5th year for top secret security clearance, the
10th year for secret security clearance, and 15th year for confidential security clearance.
In addition, for law enforcement and high impact public trust level, a reinvestigation is
required during the 5th year.

[The organization] management performs a risk assessment [in accordance with the
organization-defined frequency]. Results from risk assessment activities are reviewed
to prioritize mitigation of identified risks

[The organization]s periodic risk assessment for systems that process, transmit or
store Protected Health Information (PHI) includes the following:

- identify and classify assets

- identify threats

- identify vulnerabilities

- identify controls

- perform threat likelihood analysis

- perform threat impact analysis

- identify residual risk

- identify appropriate safeguards

The design and operating effectiveness of internal controls are continuously evaluated
against the established [organization-defined controls framework] by [the
organization]. Corrective actions related to identified deficiencies are tracked to
resolution

[In accordance with the organization-defined frequency], reviews shall be performed
with approved documented specification to confirm personnel are following security
policies and operational procedures pertaining to:

- log reviews [in accordance with the organization-defined frequency]

- firewall rule-set reviews

- applying configuration standards to new systems

- responding to security alerts

- change management processes

73(c)

40
81
82
83
102
611
612
613
613(a
613(b
613(e)
613(f)
62(c)

91
93
101

A723 73(c)

611(a)
611(b)

611(c)
612(b2)
823(a)
823(b)
823(c)

A1271
A1822
A1823

cai4
Qs
cass

Q21

a3
Q4
cass
Q@23
Q34

s
@i
a2
[€ehik}
@32
@3
@14
@321
@322
323
@324
@25
326

o

casa
[€@AE)
Q14
@21
Q@33
@328
@31
@32
333
@41
@42
aaVE]

PS-4_N_02

PS-8_N_00

PS-8_N_01

PL-4

PS-3_N_01

CA-5_N_01
CA-7_N_02

122

2n
2n

HR-04 164308(3)(1)(ii)(C)
3144(b)(1)

3144(b)(2) g‘éﬂ?

3144(b)(3)

164308(3)(1)(ii)(A)
164308(a)(1)(i))(B)

164308(a)(8)
COM-02 164308(a)(1)
COM-03 164308(a)(8)
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IDRM-1
IDRM-3

IDRA-3
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0434

1563
1564

ne3

1563
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47
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4]
81 @326
82 @28 1
83 CC416 6
[In accordance with the organization-defined frequency], [the organization] prioritizes 3144(b)(1)
i § Service Risk Rating o o . AR 102 Cc418 7
RiskManagement | Risk Assessment . the frequency of vulnerability discovery activities based on an assigned service risk CA-7_N_01 122 3144(b)(2) ne3
Assignment ratin 611 G2 3144(0)3) 47
& 612 13 48
613 @410 49
62(c) caan
o1
86(d)
921(al) 2210
AP 922(a2) 225
) Internal and External ) [The orga nization] establishes mtern.al audit requlrements and exgcu?es audits on Al821 923(b) Q27 CAS_N_00 1563 2
Risk Management ) Internal Audits information systems and processes [in accordance with the organization-defined 92 922(a) cass 3144(c) 01s-01 3
Audit A1822 CA-7_N_06 1564
frequency]. AT823 922(b) ccan7 5
o 922(c) [€€hk
922(d) cca21
922(e)
Risk Management Internal and External ISMSIInterna lAudit  |Internal éud\t esta}bhshes and executes a plan to evaluate applicable controls in the 9 cca13
Audit Requirements Information Security Management System (ISMS) at least once every 3 years.
6.12(3)
613(e) 612(b1) Cc423
L . 613(f) 1011 G 5
Controls Management prepares a remediation plan to formally manage the resolution of 1563
Risk Management Implementation Remediation Tracking findin; gs \dentlﬂped |Pn rlskassessmlenlt acpt\thles g ¢ * 83 1012 o34 314 1564 6
P s : 101 1012(32) can 7
102 1012(b1) 54
1010/(h0)\
613(e)
Risk M ‘ Controls ISMS Corrective Action| Management prepares a Corrective Action Plan (CAP) to manage the resolution of 613(f) 1563
wskManagemen Implementation Plans nonconformities identified in independent audits. 101 1564
102
Management prepares a statement of applicability that includes control objectives, 613(b) 2
Risk Management ICon:rols tati itat?miq‘tt of implemented controls, and business justification for excluded controls. Management 613(c) Al811 G514 COM-01 1222 3
mpementation ppicabity aligns the statement of applicability with the results of the risk assessment. 613(d) 5
CA-3_N_01
System Design Internal System System Documentation of system boundaries and key aspects of their functionality are ©29 A9 N_O1 0041
Documentation Documentation Documentation published to authorized personnel. ’ S/:-S_
System
System Design Internal System Documentation: Information systems and interfaces of the Cardholder Data Environment (CDE) are 12
Documentation Documentation Cardholder diagrammed. 13
Environment
Cust - facil Q310
System Design S;:tz:er L Whitepapers [The organization] publishes whitepapers to its public website that describe the 38
Documentation Documentation purpose, design, and boundaries of the system and system components. 39
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25
35
351
352
353
354
51(a) 36
51(d) 361
52(d) 362 164308(3)(1)
52(e) 363
164308(a)(3)
52(g) 364
73(2) 41 Ses 164308(s)(4) 1
73(b) 521(3) 366 164308(3)(4)(ii)(B) 2
. 7300 521(b) caan s 164308(a)(4)(ii)(Q) 3
Policy and Standard [The organization's] policies and standards are reviewed, approved by management, 751(0) AS511 521(c) Q21 PS-6_N_00 368 01502 164308(a)(7)(i) 4
Security Governance | Policy Governance Review and communicated to authorized personnel [in accordance with the organization- 752(3) AS512 521(d) Q24 5.6 N_ 01 37 P01 164308(a)(7)(ii)(D) ID:GV-1 0888 27
defined frequency] 752(b) AT211 522(a) 531 - - 164308(a)(8) 28
752(0) 522(b) G536 5"4 164310(3)(1) 88
753(a) 522() po 164312(C)(1) 89
73(a) 164316(b)(1) 90
753(b) 73
753(c) 81 164316(b)(2)(ii)
753(d) on 164316(b)(2)(iii)
753(e) 812
753(f) 813
814
815
816
817
818
84
a8
Exception [The organization] reviews exceptions to policies, standards, and procedures; SP-01 1
Security Governance | Policy Governance Management exceptions are documented and approved based on business need and removed AS511 CC531 SP-02 2
when no longer required. SP-03 3
422(c)
752(a)
\ 752(b)
[The organization]'s document management criteria is periodically reviewed, 752(0)
approved by management, and communicated to authorized personnel;
Security Governance | Policy Governance Document Control 7531(3) 0047
management determines the treatment and retention of documentation according to 7531(0)
legaland regulatory requirements. 7532(a)
7532(b)
7532(c)
15
AC1_N_00 23
ACI_N_02 37
AT-1_N_00 43
AT-1_N_02 >4
AU-1_N_00 67
AU-1_N_02 73
CA-1_N_00 81 1
CA-1_N_02 811 2
CA-6_N_00 812 3
51 cass A6 N0 ZB 4
51(e) Al011 ccist CM-1_N_00 8‘1 5 5
AN29 CM-1_N_02 15
51(0 Cc415 816
fined security leader] conduct: dic staff meeting t si(e) /szzww €21 Em’gg 817 ig
securtyGovermance| <™ ormatonSecuty | eeantsecuty et ogram pefomanceand i) ot 2 A N00 o8 31436) 164308400 oAMS 1602 p
Documentation Program Content ’ ! 62(b) CC531 - 84 164308(a)(5)(ii)(A)
resource prioritization. 752 A615 532 IA-1_N_02 68 68
A621 IR1_N_00 69
752(6) A622 i R1N_02 210 7
752(0) AS11 21 MA—; N7 00 108 74
& el MA-1_N_02 109 75
MP-1_N_00 ns 76
MP-1_N_02 ne 77
PE-1_N_00 21 94
PE-1_N_02 123
PLN_00 1231
PL-1_N_02 1232
PS-1_N_00 1233
PS-1_N_02 1234
RA-1_N_00 1235
1236
1027
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ACGI_N_01
ACI_N_03
AT-1_N_01
AT-1_N_03
AU-1_N_01
AU-1_N_03
CA-1_N_01
CA-1_N_03
CM-1ZN_01
CM-1_N_03
CP-1_N_01
CP-1_N_03
Security [The organization's] key control capabilities are supported by documented procedures IA1N_O1
Security Governance . Procedures . . IA-1_N_03 1602
Documentation that are communicated to authorized personnel RIN_O1
\R—T:N:03
MA-1_N_01
MA-1_N_03
MP-1_N_01
MP-1_N_03
PE-1I_N_01
PE-1_N_03
PL-I_N_01
PL-1_N_03
PS-1_N_01
PS-1_N_03
RA-1_N_01
. . [The organization] performs privacy readiness reviews to identify high-risk processing
By Privacy Readiness
Security Governance | Privacy Program Review activities that impact personal data; identified non- compliance with [the organization] A1814 0888 91
privacy practices is tracked through remediation.
Documentation that impacts personal health information, including policies,
. Document N . . .
s G Privacy M " procedures, and the documentation of actions, activities, or assessments, are retained 164316(b)2)()
Ecurtly GOVEITBNE | pocymentation anagemen for 6 years from the date of its creation, or the date when it last was in effect, whichever ‘
Standard: HIPAA
is later.
. Workforce Proprietary [Workforce personnel as defined by the organization] consent to a proprietary rights Al324 PS-6_N_00 40
Security Governance Agreements Rights Agreement agreement. A1812 @36 PS-6_N_02 60
Workforce Review of [The organization's] proprietary rights agreement and network access agreement are Al1324 PS-6_N_00 40
Security Governance Confidentiality . . . N Q36 -
Agreements reviewed [in accordance with the organization-defined frequency]. A1812 PS-6_N_01 60
Agreements
) Workforce Key Custodians Cryptogra phlc»Key .Cgstodla ns and Fryptogra phic Materials Custodians (CMC)} 36
Security Governance acknowledge in writing or electronically that they understand and accept their
Agreements Agreement 368
cryptographic-key-custodian responsibilities.
42
51
51(a)
5i(e)
[The organization] has an established security leadership team including key s1(0
. Information Security | Information Security | stakeholders in [the organization's] Information Security Program; goals and 51(g) ca34
Security Governance 5i(h) @46 PL-2 3144(a) QIs-01 164308(a)(2) 0714 1
Management System | Program milestones for deployment of the information security program are established and $2(0) 49
communicated to the company. o
52()
62(a)
62(d)
62(e)
62(f)
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42 |
43
4
44 S
information information Information Security M ¢ System (1SMS) bound formally defined o oo CA6_N_02 e
Security Governance | Security Management | Security Management niormation >ecurity Management System oundaries are formatly defined in A615 - i 3144(b)3)(e) 01s-01 0039 7
an ISMS scoping document. 74 @46 PL-2
System System Scope 47
751 [Coz] 48
81 49
91 50
93
15
51(f) [€ekX] 124 DAM-6 1
125 IDGV-2
Rol d ibilities for th f Information S ity within [th SJ(g) casa 1251 PRAT-2 4
) Information Security | Security Roles and otes and responsibiities for the governance ol Information >ecurity within [the 51(h) Q44 . 164308(a)(2) ) 5
Security Governance organization] are formally documented within the Information Security Management A611 PL-4 1252 0I15-03 PRAT-3 1525
Management System | Responsibilities R PR 53 532 164308(a)(3) 60
Standard and communicated on the [the organization] intranet. 62(h) 535 1253 PRAT-4 61
72 923 1254 PRAT-S 62
1255 DEDP-1
12101
. § Security Roles and Roles and responsibilities and a program charter for the governance of PCI DSS
B Information Security . K . o i
Security Governance Responsibilities: PCI | compliance within [the organization] are formally documented and communicated by 1241
Management System
Compliance management.
Information Information 51(c)
S ity Infc ti 1 ity impl tati d it is included rt of
Security Governance NTcurl y Security nformation systems security implements .\ongnl managementis included as part o 62(g) A615 cam sA2 0120
lanagement the budget required to support [the organization's] security program.
Resources 71
System
931
932(a)
9320) ccats
Information Securit The Information Security Management System (ISMS) steering committee conducts a ;):j((cy) 422
Security Governance Y Management Review formatmanagement review of ISMS scope, risk assessment activities, control 93 < 22 COM-04 1526
Management System X N N . 932(c3)
implementation, and audit results on an annual basis. 23
932(d) C524
932(e) ’
932(f)
y Software Usage The Organization] maintains software license contracts and monitors its compliance
Security Governance | Software Licensing W g [ ganization] mainta| waret ors! Pl Al812 Cm-10
Restrictions with usage restrictions.
8
(C682 9
Senvice Lifecycle Major software releases are subject to the Service Life Cycle, which requires Al411 810 SA-1 0
Service Lifecycle Release Management Workflow acceptance via Concept Accept and Project Plan Commit phases prior to Al1425 CCéi s SA-3 63 DEV-01 PRIP-2 p
implementation. A615 CC8.1 9 SA-4 1
87
(C682
Source Code Source Code Source code is managed with [the organization]-approved version control 712
Service Lifecycle . Al426 @13 DEV-08 87
Management Management mechanisms. csa
cai15
Information system acquisitions require approval from authorized personnel based on
verification of the following documented evidence:
- security function, strength, and assurance requirements
- requirements for protecting security-related documentation
Program System Acquisition
Service Lifecycle - system development and test requirements SA-4(10)
Management Approval o
- acceptance criteria for releases
- enumeration of Security controls
- security control implementation and monitoring requirements
- components are FIPS-201 approved
CCCé?ZZ AU-2_N_00 3
w3 AUT2N_00 31430)2) OFS 0 164312(b) 34
Systems Monitoring | Logging Audit Logging [The organization] logs critical information system activity. A1241 p G>14 A126 MA-4_N_00 3144()3) FERPA_9931(a) OPS-1 164312(0(2) DEAE-3 0580 35
- MA-4_N_03 : oPs-2 ¢
@21 e 46
@22
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[The organization] logs critical information system activity to a secure repository. [the

Secure Audit Logging | organization] disables administrators ability to delete or modify enterprise audit logs;

the number of administrators with access to audit logs is limited

[The organization] logs the following activity for cardholder data environments
- individual user access to cardholder data

- administrative actions

- access to logging servers

- failed logins

- modifications to authentication mechanisms and user privileges

- initialization, stopping, or pausing of the audit logs

- creation and deletion of system-level objects

- security events

- logs of all system components that store, process, transmit, or could impact the
security of cardholder data (CHD) and/or sensitive authentication data (SAD)

- logs of all critical system components

- logs of all servers and system components that perform security functions (eg,
firewalls, intrusion-detection systems/intrusion-prevention systems (IDS/IPS),
authentication servers, ecommerce redirection servers, etc)

[The organization] records the following information for confirmed events in the
cardholder data environment:

- user identification

- type of event

- date and time

- event success or failure indication

- origination of the event

- identification of affected data, system component, or resource

[The organization] establishes unique logging and audit trails for each entity's
cardholder

data environment and complies with the following;

- logs are enabled for third-party applications

- logs are active by default

- logs are available for review by and communicated to the owning entity

[The organization] reconciles the established device inventory against the enterprise
log repository [in accordance with the organization-defined frequency]; devices which
do not forward log data are remediated.

[The organization] allocates audit record storage capacity in accordance with logging
storage and retention requirements; Audit logs are retained [in accordance with the
organization-defined duration] with [the organization-defined duration] of data
immediately available for analysis.
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Systems Monitoring

Systems Monitoring

Systems Monitoring

Systems Monitoring

Systems Monitoring

Systems Monitoring

Systems Monitoring

Systems Monitoring | Availability Monitoring

Logging

Security
Monitoring

Security Monitoring

Security Monitoring

Security Monitoring

Security Monitoring

Security Monitoring

Security Monitoring

Security Monitoring

Enterprise
Antivirus Logging

Ifapplicable, [the organization's] managed enterprise antivirus deployments generate
audit logs which are retained [in accordance with the organization-defined duration]
with [the organization-defined duration] of data immediately available for analysis.

Securit
v [The organization] defines security monitoring alert criteria, how alert criteria will be
Monitoring Alert A1243
Criteria flagged, and identifies authorized personnel for flagged system alerts
Log-tampering [The organization] monitors and flags tampering to the audit logging and monitoring
Al242
Detection tools in the production environment.
Security Monitorin
Alert 4 i [The organization] defines security monitoring alert criteria for failed login attempts on
Criteria: Failed Logins [the organization's] network
Security
Monitoring Alert
Criteria & [The organization] defines security monitoring alert criteria for privileged functions
) executed by both authorized and unauthorized users.
Privileged
Functions
Security
Monitoring Alert [The organization] defines security monitoring alert criteria for changes to the integrity
Criteria: Audit of audit logs
Log Integrity
Security
Monitoring Alert
Criteria: [The organization] defines security monitoring alert criteria for system components
Cardholder that store, process, transmit, or could impact the security of cardholder data and/or
sensitive authentication data
System
Components
System Security Critical systems are monitored in accordance to predefined security criteria and alerts A1243
Monitoring are sent to authorized personnel Confirmed incidents are tracked to resolution.
[The organization] has an Intrusion Detection System (IDS) or Intrusion Prevention
System (IPS) deployment(s) and ensures the following:
- signature definitions are updated including the removal of false positive signatures
Intrusion Detection - non-signature based attacks are defined
Systems - IDS/IPS are configured to capture malicious (both signature and non-signature
based) traffic
- alerts are reviewed and resolved by authorized personnel when malicious traffic is
detected
Availability Monitoring | [The organization] defines availability monitoring alert criteria, how alert criteria will be A1213
Alert Criteria flagged, and identifies authorized personnel for flagged system alerts A1721
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Critical systems are monitored in accordance to predefined availability criteria and
alerts are sent to authorized personnel

Physical access to restricted areas of the facility is protected by walls with non-
partitioned ceilings, secured entry points,and/or manned reception desks.

[The organization] power and telecommunication lines are protected from
interference, interception,and damage.

Physical access provisioning to a [the organization] datacenter requires management
approvaland documented specification of:

- account type (eg, standard, visitor, or vendor)

- access privileges granted

- intended business purpose

- visitor identification method, if applicable

- temporary badge issued, if applicable

- access start date

- access duration

Physicalaccess that is no longer required in the event of a termination or role change
is revoked. If applicable, temporary badges are returned prior to exiting facility.

[The organization] performs physical access account reviews [in accordance with the
organization-defined frequency]; corrective action is taken where applicable

Initial permission definitions, and changes to permissions, associated with physical
access roles are approved by authorized personnel

Intrusion detection and video surveillance are installed at [the organization]
datacenter locations; confirmed incidents are documented and tracked to resolution

Surveillance feed data is retained for [the organization- defined duration]

Physical access for visitors is managed through monitoring, maintaining records,
escorting,and reviewing access [in accordance with the organization-defined
frequency]. Visitor access records to the facilities are kept for [the organization-defined
duration]

Physical access devices (ie, keys, combinations, access cards, etc) are maintained
through an inventory and restricted to authorized individuals. Appropriate devices are
rotated when compromised or upon employee termination or transfer.
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50
A121 52
) . Environmental Temperature and Temperature and humidity levels of datacenter environments are monitored and ATILA Al22 PE6 P5-03 53
Site Operations . o L . AT121 A123 PE-14_N_00 PS-04
Security Humidity Control maintained at appropriate levels. 54
AN22 A124 PE-14_N_01 PS-05 55
A125 56
A121
) ) Environmental Fire Suppression Emgrgency respor]ders are aut‘omatlca lly conta.cted when fire d.etect\on systems are All14 A122 PE-6 50
Site Operations B activated; the design and function of fire detection and suppression systems are A123 PS-05 55
Security Systems AN21 PE-13_N_00
maintained [in accordance with the organization-defined frequency]. A124 56
A125
[The organization] employs uninterruptible power supplies (UPS) and generators to A122 52
Site Operations Environmental Power Failure support critical systems in the event of a power disruption or failure. The design and ATI22 A123 PEIS PS-06 IDBE-4 123 53
Security Protection function of relevant equipment is certified [in accordance with the organization- Al24 54
defined frequency]. A125
Ervironmental [The organization] employs emergency lighting in the event of a power disruption or
Site Operations Securit Emergency Lighting  failure. The design and function of relevant equipment is certified [in accordance with A125 PE-3 135
Y the organization-defined frequency].
AT-2_N_00 2
[Workforce personnel as defined by the organization] complete security awareness 51(d) A721 228 AT-2_N_01 16 HR-03 3
Training and General Awareness | General Security training, which includes updates about relevant policies and how to report security 72 A722 s1d) CQ2.4 AT-2_N_02 b '61 3144()() DEV-04 164308(a)(5) PRAT 0952 32
Awareness Training Awareness Training | events to the authorized response team. Records of training completion are 73(b) Al612 . CC53.2 AT-4_N_00 b 62 . SIM-04 164308(a)(5)(ii)(A) B 60
documented and retained for tracking purposes. 73(0) Al1613 AT-4_N_01 i SIM-05 61
IR-6_N_00 62
2
3
A712 AM-02 60
Training and General Awareness | Code of Conduct [Workforce personnel as defined by the organization] complete a code of business A721 a2 123 AM-03 64
Awareness Training Training conduct training. A813 Q24 1235 HR-02 65
AN28
66
67
Training and Role-Based Training De\{e‘toper Security [The orga n}ization’s] §oﬁwa‘re engineers are required to Fonjplete training based on AT3 65
Awareness Training secure coding techniques [in accordance with the organization-defined frequency].
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[The organization] personnel that interact with cardholder data systems receive
awareness training to be aware of attempted tampering or replacement of devices.
Training should include the following:
- verify the identity of third- party persons claiming to be repair or maintenance
. Payment Card ) . . )
Training and . . N personnel, prior to granting them access to modify or troubleshoot devices.
Role-Based Training | Processing Security 993
Awareness - do not install, replace, or return devices without verification
Awareness Training L . .
- be aware of suspicious behavior around devices (e g, attempts by unknown persons
to unplug or open devices)
- report suspicious behavior and indications of device tampering or substitution to
authorized personnel (eg, to a manager or security officer)
[The organization] personnel with key security responsibilities complete relevant role-
based training [in accordance with the organization-defined frequencyl:
Training and B Role-based Security  |° personnel must complete training prior to obtaining access to privileged security
Role-Based Training . systems IR-2 1565
Awareness Training
- personnel with contingency responsibilities must complete role-based training [in
accordance with the organization-defined frequency]
- records of training completion are documented and retained for tracking purposes
Training and Role-Based T Role-based Security | [The organization] personnel with access to personal health information (PHI) are 164308(a)(5)
Awareness ole-Based Training Training: HIPAA required to attend and complete HIPAA privacy training. 164308(a)(5)(ii)(A)
cass
42
@327
’ . . 345
[In accordance with the organization-defined frequency], management reviews o PS7 N 04 183 /
Third Party Vendor A | Third Party Assurance ;‘?”mls V:'th‘" thlrdnpa ml/ rassulrance rtepcl>frts tf e[\sure that Ejheyt ?wedet etr:ure that ons 81(c) €C9210 SA-1 1284 3144(d)(1) 50.04 164308(8)(2) IDSC-1 1305 47
Marnagement endor Assessments | o e ey meet organizational requirements; if control gaps are identified in the assurance 1521 86(c) ccoan A 95 3144(d)2) DSC4 48
reports, management takes action to address impact the disclosed gaps have on the 9212 SA9 951 49
organization. CC9i2 ’
0924
@26
927
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35

vendors who process or store [The organization's] data that define information
Security terms and service level agreements.

ca42 1
43 2
Al322 ca27 PS-7_N_00 128 3
Third Party Vendor Risk [The organization] performs a risk assessment to determine the data types that can A5 ce1s PS7N_O1 1282 3144(d)(1) SSO-01 8
Vendor Assessments . . . Al1512 @21 SA- 1283 IDSC2 0072
Management Management be shared with a managed service provider. 3144(d)(2) SSO-02 9
A1513 (9210 SA-4 1285 10
Al522 cco2n SA-9 26 40
9212 a
22
frana
Third Party Vendor Assessments Forensic [The organization] enables procedures to conduct a forensic investigation in the event Al4 RSAN-3 1571
Management Investigations that a hosted merchant or service provider is compromised.
Third Part NetworkAccess Third party entities which gai toth ization's] networksi twork A1324 PS-7_N_00 $50-01 40
ird Party Vendor Agreements | Agreement: ird party entities which gain access to [the organization's] network sign a networ 132 ©36 -7_N_ - 0072
Management access agreement. Al812 PS-7_N_01 550-02 60
Vendors
1
2
3
Al322 8
Vendor Non Ala27 PS-7_N_00 o
Third Part : Workf | as defined by th t it -discl A1511 921 T DEV-02 10
rareny Vendor Agreements | disclosure [Worldorce personnel as defined by the organization] consent to a non-disclosure an PS7_N_01 1282 3144(d)(2) DECM-6 0072
Management A " clause. Al1512 29 PS7 N 03 SSO-01 40
greements Al513 i a
Al522 87
88
89
90
[The organization] managed service providers that manage, store, or transmit
Third Party Cardholder Data cardholder data on behalf of the customer must provide written acknowledgement to
Vendor Agreements . . - 129 0072
Management Security Agreement | customers of their responsibility to protect cardholder data and the cardholder data
environment.
4
24
25
7
Network Service . . . . CC662 COS-01 2
Z’: A ‘Z’Z - Vendor Agreements | Level Agreements l/e“for,zeprsov'd‘r”gazztr'?.ﬁlgl Sivrfe::s[tge Oﬁa:fag'%“;ff contractually bound A1312 921 PS-7_N_04 C0s-02 1073 73
ageme: SLA) o provide secure vailable servic ocumented i s. 925 €05-03 74
75
76
77
94
Third Party Vendor Procurement Approved Service [The organization] maintains a list of approved managed service providers and the 923 181 1452
Management Provider Listing services they provide to [the organization].
HIPAA Business [Thg orga nlzatpn] requires a Bu‘smess‘Assooate Su§contrador Agreemgnt with ) 164308(8)(2)
. Business Associates from which it receives or transmits protected health information
Third Party Associate : . . N 164308(B)(3)
Vendor Agreements (PHI); Business Associates under contract are required to provide assurance that they 0072
Management Subcontractor 164308(B)(4)
adhere to [the organization] security standards, which includes the security of PHI and
Agreement N Ny . 164314(a)(2)(i)
reporting security events that potentially expose PHI.
[The organization] has documented a Vendor Information Security Standard that
Third Party Vendor Information Fieﬁnes the respormb\llt\es and governance requirements regarding vendor )
Vendor Agreements N information security engagements. Contractual agreements are entered into with 73 IDBE-1 1568
Management Security Standard
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[The organization] conducts vulnerability scans against the production environment;

A261
scan tools are updated prior to running scans.

Vulnerability scans are conducted against cardholder environments [in accordance
with the organization-defined frequency] or after significant change; critical
vulnerability resolution is confirmed via a rescan

[In accordance with the organization-defined frequency], [the organization] engages
an Approved Scanning Vendor to conduct external vulnerability scans.

[The organization] conducts penetration tests according to the service risk rating
assignment.

Al261

[The organization] conducts penetration tests against cardholder data environments
(CDE) and includes the following requirements

- testing covers the entire CDE perimeter and critical data systems

- testing verifies that CDE perimeter segmentation is operational

- testing is performed from both inside and outside the CDE network

- testing validates segmentation and scope reduction controls (e g, tokenization
processes)

- network layer penetration tests include components that support network functions
as well as operating systems

- at the application level, testing provides coverage, at a minimum, against the security
testing requirements defined in "Code Security Check: Cardholder Data Environment”
- testing is performed with consideration of threats verified [in accordance with the
organization-defined frequency] from external alerts, directives, and advisories defined
in "External Alerts and Advisories"

- testing is performed with consideration of vulnerabilities reported through [the
organization's] PSIRT process [in accordance with the organization-defined frequency]
- risk ratings are assigned to discovered vulnerabilities, which are tracked through
remediation

[The organization] installs security-relevant patches, including software or frmware
updates; identified end-of-life software must have a documented decommission plan
in place before the software is removed from the environment.

Ifapplicable, [the organization] has managed enterprise antivirus deployments and
ensures the following:

- signature definitions are updated

- full scans are performed [in accordance with the organization-defined frequency] and
real-time scans are enabled

- alerts are reviewed and resolved by authorized personnel

A1221

Antivirus mechanisms cannot be disabled or altered by users unless specifically
authorized by management.
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p CA-7_N_00
Vulnerability [In accordance with the organization-defined frequency], [the organization] conducts Al421 CC682 - 631 9
Management Code Security Code Security Check source code checks for vulnerabilities according to the service risk rating assignment. A1425 @21 IA_%"\;*OO 644 1238 10
) 87
Where applicable, security testing performed prior to releasing code into production 5
includes the following:
651
- code injection 652
653
- buffer overflows 654
p Code Security Check: - insecure cryptographic storage
Vuinerabiliy Code Security Cardholder Data - insecure communications 655 DECM-5 0402
Management 656
Environment - improper error handling
657
- high-risk vulnerabilities
658
- cross-site scripting 659
- improper access control
6510
- cross-site request forgery 6
- broken authentication session management
Vulnerability External Advisories External Information | [The organization] reviews information-security-related inquiries, complaints, and
Management and Inquiries Security Inquiries disputes.
3
Vulnerability External Advisories External Alerts and [The organization] reviews alerts and advisories from management approved security Al611 61 01505 IDRA-2 - 32
Management and Inquiries Advisories forums and communicates verified threats to authorized personnel A614 : RCCO-1 36
60
4
27
. [The organization] assigns a OPS-22 28
Vunerability Program Vulnerability risk rating to identified vulnerabilities and prioritizes remediation of legitimate Al261 15 CA7N_00 61 3144(c) FERPA_9931(a) OPS-23 RSMI-3 143 29
Management Management Remediation A1428 CA-7_N_03
vulnerabilities according to the assigned risk PSS-02 88
89
90
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